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INTRODUCTION

This guide outlines the steps for installing your GlobalSign PersonalSign Certificate. Before following the steps given
below, you must first purchase a PersonalSign Certificate. You can view the full range of GlobalSign PersonalSign
Certificates at http://www.globalsign.com/authentication-secure-email/digital-id/index.html

To use your Certificate, you must first make it available to the applications on your computer by installing it in the
Certificate Store. As there is no direct interface for the Certificate Store, you must use a web browser (such as
Internet Explorer or Mozilla Firefox) to accomplish this task.

INSTALLING YOUR CERTIFICATE USING INTERNET EXPLORER

(Firefox users, please visit page 9)

BEFORE YOU INSTALL
There are a few steps that need to take place before you will be ready to install your Certificate. Please review the
sections below to facilitate your installation process.

SECURITY SETTINGS

Due to the added security Microsoft has added to newer version of Internet Explorer, you will need to make sure the
following steps are completed before installing your Certificate. Missing even one step can cause an error at the
final stage of installing the Certificate, which will result in the entire process needing to be restarted.

1. Open Internet Explorer, click the Tools dropdown (located in the upper right corner of your window), and
select Internet Options from the very bottom of the list.

2. Click the Security tab at the top of the Internet Options window and then click the Custom level... button in
the middle of the window.

[Finternet Options 1 S T m

M| [General] Secity |prvacy | Content | Gonnectons | Programs | Advanced

Select a zone to view or change security settings.

@ & J/ ¢
- v
[EET  Localintranet Trusted sites  Restricted
sites
Internet

This zone is for Internet websites,
except those isted in trusted and
restricted zones.

Security level for this zone

Custom
Custom settings.
= To change the settings, dick Custom level,
- To use the recommended settings, dick Default level,

| Enable Protected Mode (requires restarting Internet Explorer)
[ custom level... [}

[ Reseta zones to defaultlevel

Default level




3. This will bring up the Security Settings — Internet Zone window. Scroll to the ActiveX controls and plug-ins
section.

r ~ i
Security Settings - Intemet Zone ﬁ
—

Ssttings
¥ ActiveX controls and plug-ins -
| Aflow previously unused ActiveX controls to run without pron
Disable
9 Enable
! ¥ Allow Scriptiets
Desable
@) Enable
Prompt
| ¥, Automatic prompting for ActiveX controls
@) Disable
Enable
¥ Binary and script behaviors
Adminsstrator approved
Disable
9 Enable
4 Pierip vidan ped grimpbinn e g soaheane Bt dose nab ies

. T b

*Takes effect after you restart Internet Explorer

Reset custom settngs
Reset 0 [Medumhigh (defoull) - Rest... |

OKL} Cancel

4. Please ensure that your settings match those listed below.
a. Allow previously unused ActiveX controls to run without prompt: Enable
Allow Scriptlets: Enable
Automatic prompting for ActiveX controls: Disable
Binary and Script behaviors: Enable
Display video and animation on a webpage that does not use external media player: Disable
Download Signed ActiveX controls: Prompt
Download unsigned ActiveX controls: Prompt
Initialize and script ActiveX controls not marked as safe for scripting: Prompt

T m o a0 o

i.  Only allow approved domains to use ActiveX without prompt: Enable
j. Run ActiveX controls and plug-ins: Enable
k.  Script ActiveX controls marked safe for scripting: Enable

5. Click OK in the Security Settings — Internet Zone window and then Apply in the Internet Options window.

6. Close and re-open your Internet Explorer window.

APPROVAL EMAIL

Since all PersonalSign Certificates are tied to an email address, you will first need to approve the use of the email
address for the Certificate. After placing your order, you will receive an email at the address listed in the Certificate
asking for approval. Click the link provided in the email and follow the instructions to approve the email address.
Please ensure that you complete the email approval step, as vetting and Certificate issuance cannot begin until after
we receive approval of the email.



From spport Sgicbasgn.com

Subject Order ID P01 201041575 GlobaiSign PertonalSign | «Tests - Approve Application
Dear Custamer,
An application for a PersonalSign 1 <Test> Certificate has been placed with GlobalSign for john.smith@mail.com  [-] and Order 10 PCI01 201041575,

In onder for GlobalSign to issue the Certificate, the email address must be validated. Please follow the below link 1o choose to APPROVE or NOT APPROVE the
appiication,

Only Hf you approve the application will the Certificate be issued

tg n.com/ra/arivalMatApproval/arrvalMalapprovalf ArrivalMallAporoval do?
116560591 Rczacitll0faaf?

PICK UP EMAIL

To being installation, you will need to open your “pick up” email notification. If you have no yet received a pick up
email notification, this means your order is still in the vetting process. All orders placed go through a vetting process
to confirm the identity details of the Certificate holder. Once the vetting is completed you will receive an email
notifying you that your Digital Certificate is ready for “pick up”.

Certificate Type Average Issuance Time

PersonalSign 1 Same business day, issued as soon as the
automated approval email has been
approved.

PersonalSign 2 Issued within two to three business days

(dependent on the user providing the signed
order request and a copy of a government
issued ID card).

PersonalSign 2 Pro/Department Issued within two to three business days
unless supporting documentation is needed
during the vetting process.

INSTALLING YOUR CERTIFICATE

1.
2.

3.

Click the installation link provided in your “pick up” email.

Enter your Pickup Password. You created this password during the application process. Click Next once
complete.

Install Certificate

ou will now G0 thicegh e Certificate generation and instaliation process.
Mote that f you Continue oa this coenputer, your Certificate will be mstaled on this computer

Step One: Enter your Pickup Password

et Pickup Password will have S4en 5et by e apescant durning e apedcation
Entes Bie Pickup Password i coninue

e Patkup Password? Contact Suppor imemediately for assistance

Next, enter the Certificate Password (this is different than the pickup password you created in the step
above), which was also created during the application process, review the Subscriber Agreement, and check
the ‘l agree’ box. Click Next once complete.



Install Certificate

Cormiicate Passwon sues: serarsarsenn

)1 AGREE T0 THE SUBSCRISER AGREEIE

s chek Huxl 00 wiit D 5l Sk Nt Bam 52 05 NSt St Te Ercarsar. Toa Soocads =uy Libe 3 drw 1hcenas

4. You will then be prompted to download your Certificate. Click Download My Certificate.

Install Certificate

Install your Digital Certificate and the Intermediate CA Certificates

Your Certificale has been generated, click the Download My Certificate button 1o download the Cerlificale onlo your computer

We have detected that you are using Intermet Explorer.
Please dick the Download My Certificate button to download your Certificate and all
appropriate Inlermediate CA Certificales that enable the Certificate to be trusted

Download My Certificate O

A File Download window will appear.
Click Save. When the Save As window appears, navigate to the location on your computer where you would like to
save the Certificate file and click Save.

rF‘ﬂe Download

Do you want to open or save this file?

L Name: PC201201041589.pfx
B Type: Personal Information Exchange, 3.86KB
From: system.globalsign.com

P Whie files from the Intemet can be useful, some files can potentially
g haem your computer. f you do not trust the source, do not open or
B = savethisfile. What's the nsk? |

5. The download process will begin. Once it is complete, click Open.



6.

8.

r PO

PC201201041589.pfx from system.globalsign.com

Downloaded:
Downioad to:
Transter rate:

[ Close this dialog box when download completes

386K in 1sec
C\Users'julleo GLOB.. \PC201201041589 pix
3.85KB/ Sec

[ Ounu][oﬂmrwll Ooze |

Fiter checked this download and did not report any

B =

An Internet Explorer Security window will appear.

Click Allow.

This

(x) Detads

7 Meme:
) & | pusksher:  Microsoft Windows

will open outside of de. Internet Explocer's
helps protect your computer. If you do not trust this

Brotected mode
website, do not open ths program.

i [ 100 not show me the warming for this program again

== e~

You will now be guided through the Certificate Import Wizard. At this point your Certificate has been
downloaded to your computer, but before you can use it, you need to import it into a Certificate Store.

Click Next to begin the import process.

Welcome to the Certificate Import
Wizard
This wizard helps you copy cerbficates, certicate frust

ksts, and certficate revocaton ksts fom your dek o a
certficate store.

A cerbicate, which i ssued by & certficaton authonity, &
your idensity
used to profect data or to establsh secure network.
A tem area where
certdontes are kept.
To contrue, dick Mext.

The next screen prompts you to select the file you want to import.

pulled in, but you can browse for another file if you need to.

selected.

The correct file should automatically be

Click Next when you have the appropriate file



9.

=)

Fite to bmport |
Spedify the fie you want toimport.
File name: o
PC100nS00h [ promse.. |
!
st More T * be siored i a sngie fle i the

Personal Information Exchange- PRCS #12 (PFX, PLZ)
Cryptographic Message Syntax Standard- PXCS 7 Certificates (P78)
Microsoft Seriakred Certificate Store (.55T)

Learn more about (ertficate fle formaty l

I_!ﬂ:»_w [Ceoma ]

’

Next you will be asked to enter the password for the private key. This is the same as the Certificate
Password used in Step 3. You also have a few Certificate options.

Type the password for the private key.
Password:

| Enable sirorg private ey protection. You wil be prompted every bme the

rivate key b5 used by an appicaton if you enable s option.

[ Maark thes ey This will bk transport your
fmys ot a later tme.

[#]Include ll extended properties.

Learn more sbout probectng orevate kevg

a. Enable strong private key protection: If you select this option you will be notified each time an
application uses your Certificate. If you have multiple Certificates installed on your computer, you
will see a list of all available Certificates, with the option to select which one you would like to use.

Select a Certificate

julie.clenski@globalsign.co..
hwen: GlobalSign PersonalSign 1 C..
Wk From: LA4/2012 to 2/3/2012

2]
julieclenski@globalsign.co_
' 2 | Essuer GlobatSign PersonalSign 1 C

Vol From: 1/4/2012 to 27372012

T 3| Julie Olenski
! “ Erer. GlobalSign PersonalSign Clas...
|,_ﬂ From: 1/20/2011 to /212012




b. Mark this key as exportable: This allows you to back up or transport your keys at a later time. We
recommend selecting this option so you do not lose your Certificate in the event of computer
problems.

c. Include all extended properties: This ensures that all details of the Certificate are included during the
import. We recommend selecting this option so you do not lose any Certificate functionality.

Once you have entered the password and selected the desired Certificate options, click Next.
10. Next you will be prompted to select the certificate store where you would like to keep your Certificate. We

recommend using the default ‘Automatically select the certificate store based on the type of certificate’, but
you can browse for another store if necessary. Click Next when finished.

3
Certificate Import Wizard =5

-

Cartificate Store
Certificate stores are system areas where certificates are kept.

Windowes can sutomatically select a certificate store, or you can spedfy a location for
the cerficate,

© Automabicaly select the certificate store based on the type of certificate
| Place al certificates in the following store

Learn more sbout certificate stores

[ emaa | Next:’['é_ Cancel

11. To complete the Certificate Import process, click Finish on the final screen.

[ Certificate Impaort Wizard ﬂ
—
Completing the Certificate Import
Wizard I
| The certificate will be mported after you dick Finish,
=
) - You have specified the folowing settings:
|Certficate Store Selected| byt
Content PR
File Hame: C:\Usersipbeo. GLOBALSIGNY
f « i '
[ <Back Finsh Q’. Cancel
L —_—
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12. You will receive a notification that the import was successful. Your Certificate has now been properly
installed on your computer and is ready to use with all Digital Certificate compliant programs.

< B
Certificate Import Wizard ﬂ

'0 The import was successful.

For help using your PersonalSign Certificate to digitally sign Microsoft Office document and emails, please see our
Guide to Signing Microsoft Office documents:
http://www.globalsign.com/resources/userguides/guide-to-signing-microsoft-documents.pdf

INSTALLING YOUR CERTIFICATE USING MOZILLA FIREFOX

(Internet Explorer users, please visit page 3)

BEFORE YOU INSTALL

There are a few steps that need to take place before you will be ready to install your Certificate. Please review the
sections below to facilitate your installation process.

APPROVAL EMAIL

Since all PersonalSign Certificates are tied to an email address, you will first need to approve the use of the email
address for the Certificate. After placing your order, you will receive an email at the address listed in the Certificate
asking for approval. Click the link provided in the email and follow the instructions to approve the email address.
Please ensure that you complete the email approval step, as vetting and Certificate issuance cannot begin until after
we receive approval of the email.

From: support @globalsign. com Sent: Wed 1442012 10:28
Ta: ohin smihiEimad com
Cc
Subject Order ID PC201201041575 GlobalSign PersonalSign 1 <Test> - Approve Application
Dear Customer,

An application for a PersonalSign 1 <Test> Certificate has been placed with GlobalSign for john.smith@mail.com (-) and Order ID PC201201041575.

In order for GlobalSign to issue the Certificate, the email address must be validated. Please follow the below link to choose to APPROVE or NOT APPROVE the
application.

Only if you approve the application will the Certificate be issued.

https://regist.globalsign.com/ra/arrivaliaila val/arrivalMailApproval/Arrivaliail al.do?
r=91500f 2d&.e= 224511562991 &ic=ac301109aaf7
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PICK UP EMAIL

To being installation, you will need to open your “pick up” email notification. If you have no yet received a pick up
email notification, this means your order is still in the vetting process. All orders placed go through a vetting process
to confirm the identity details of the Certificate holder. Once the vetting is completed you will receive an email
notifying you that your Digital Certificate is ready for “pick up”.

Certificate Type Average Issuance Time

PersonalSign 1 Same business day, issued as soon as the
automated approval email has been
approved.

PersonalSign 2 Issued within two to three business days

(dependent on the user providing the signed
order request and a copy of a government
issued ID card).

PersonalSign 2 Pro/Department Issued within two to three business days
unless supporting documentation is needed
during the vetting process.

INSTALLING YOUR CERTIFICATE

1. Click the installation link provided in your “pick up” email.
2. Enter your Pickup Password. You created this password during the application process. Click Next once
complete.

Install Certificate

You will now go through the Certificate generation and instalation process.
MNote that if you contnue on this computer, your Certficats will be installed on this computer

Step One: Enter your Pickup Password

Your Pickup Password will have Boen set by the agplicant during the application

Entor the Pickup Password to continue.
Forgotten ihe Pickup Password? Conltact Suppor immediatety for assistance

3. Next, enter the Certificate Password (this is different than the pickup password you created in the step
above), which was also created during the application process, review the Subscriber Agreement, and check
the ‘l agree’ box. Click Next once complete.

12



Install Certificate

Coriticate Passwond ses.ee: sassassasnie

Corusicatn ooler) faes

GlobalSign Subscriber Agreement for PerscnalSign Certificates Versice 1.3 S
FLEASE READ THI3 AGREDMENT ING TEE DIGITAL CERTIFICATE ISSUED TO YOO

Ol YOUR CROANMTSATION. BY DN TIFICATE, YOU ARE AGREEING TO BE BOMWD BY

THE TERMS OF THIS AGREEMENT. AGREE I0 THE TERMS AGREDMENT, PROMFTLY
RETURN THE TQWUSED DISITAL O IFICATE OR CANCEL THE ORDER WITHIN 7 DAYS OF ISSTANCE TO
GLOBALSIGH TOR A TULL ALFUND. IF YOO HAVE FROBLDMS CMDERSTANDING THIS AGRLDNEST, L-MAIL

3 AT legaliglsbesign.con

This SlobalSign Perscnaliigs Subscriber Agressent (“Agressest®) is effective s of the -

HisgreE T

THE SUSSCRIBER AGREEMENT

Plaase cick ex! and wiil D2 ot chck Med Ggan and oo ot cos e Srowsae e Drecess may B 3 tew 58conds

4. You will then be prompted to download your Certificate. Click Download My Certificate.

Install Certificate

Install your Digital Certificate and the Intermediate CA Certificates

‘our Certificate has been generated, cick the Download My Certificate bution to downlaad the Cerlificate onto your computer

We have detected that you are not using internet Explorer.
Please follow the below instructions to download your Certificate.
Click the D Certificate button your Certificate

Downiload My Cartificate

The Downloads window will appear. Double-click the Certificate file (extension .pfx).

PC201201041575.pfx
® 39K8 — gokaligniom b

Glear List Searc B

5. You will now be guided through the Certificate Import Wizard. At this point your Certificate has been
downloaded to your computer, but before you can use it, you need to import it into a Certificate Store.
Click Next to begin the import process.

13



6.

e — ﬁ

Welcome to the Certificate Import
Wizard

Wm\ih&lmmmﬂa cereficate rust
= and certficate revocaton bsts from your dek to s
- mﬁwwum.

A certificate, which is issued by a certficaton sutherity, s

d o B iy
connections. A certificate store s the system area where
certficates are kept.

Tocontrue, chok Hext.

The next screen prompts you to select the file you want to import. The correct file should automatically be
pulled in, but you can browse for another file if you need to. Click Next when you have the appropriate file

selected.

I File fo Import |

] Speafy the fle you want to mpart. |
‘ File name: I

e

Mate: More i & sngle fie in the folowng formats: P

Personal Information Exchange- FYCS #12 (FFX, P13) |

" AR ]
Merosoft Serislized Certificate Store (S5T)
|
Leamn more about cerafoate fie formaty |
[ :iff‘ﬂ'"ﬁq [ come |

Next you will be asked to enter the password for the private key. This is the same as the Certificate
Password used in Step 3. You also have a few Certificate options.

Type the password for the private key.
Password:

|| Enable strong private ey protection. You wil be mudmuu
private key is used by an apphcaton if you enable this opton.

[¥]Mark this key a5 exportable. This wil slow you to back up or transport your
keys at a later time,

[¥] indlude all extended properties.

Leam more sbout protedting orivate keyvs

14



a. Enable strong private key protection: If you select this option you will be notified each time an
application uses your Certificate. If you have multiple Certificates installed on your computer, you
will see a list of all available Certificates, with the option to select which one you would like to use.

Windows Security i
Select a Centificate
i 4| julieclenski@globalsign.co.
h Glokal

o agn PertonalSign 1 C.
4 m: 1A to 2737201

olenski@globalsign.co
GlobatSign PersonalSign 1 C..
e 142002 to 2372002

I = Julie Olenski

f Twer: GlobatSign PersonatSign Clas...

82 Vaked From: 1/20/2011 to 1/21/2012 &
Kbk here 1o view comficate proge.,

ok | [ Comcel

b. Mark this key as exportable: This allows you to back up or transport your keys at a later time. We
recommend selecting this option so you do not lose your Certificate in the event of computer
problems.

¢. Include all extended properties: This ensures that all details of the Certificate are included during
the import. We recommend selecting this option so you do not lose any Certificate functionality.

Once you have entered the password and selected the desired Certificate options, click Next.
Next you will be prompted to select the certificate store where you would like to keep your Certificate. We

recommend using the default ‘Automatically select the certificate store based on the type of certificate’, but
you can browse for another store if necessary. Click Next when finished.

i
Certficate Impert Wizard 55)

-

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automaticaly select a certificate store, or you can spedify a location for
the certificate.

9 Automaticaly select the certificate store based on the type of certificate
Place all certificates in the following store.

Learn more sbout certificate stores

< Back _uunb' cancel |
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8. To complete the Certificate Import process, click Finish on the final screen.

— - —
Certificate Impert Wizard s

S

Completing the Certificate Import
Wizard ll

y The certificate will be mported after you didk Finish.
‘::‘;'f

You have specified the following settings:

(gt e Se o] Automatically determined by t
! Content PR
File Name: Cr'\Userspubeo. GLOBALSIGNY

!‘M_QME}-IWI

9. You will receive a notification that the import was successful. Your Certificate has now been properly
installed on your computer and is ready to use with all Digital Certificate compliant programs.

= D
Certificate Import Wizard [

"0 The import was successful.

For help using your PersonalSign Certificate to digitally sign Microsoft Office document and emails, please see our
Guide to Signing Microsoft Office documents:
http://www.globalsign.com/resources/userguides/guide-to-signing-microsoft-documents.pdf
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GETTING HELP

GlobalSign provides technical support through our Client Service departments around the world.  You can find more

technical support for our PersonalSign product at: www.globalsign.com/support/personalsign.php

GlobalSign US & Canada
Tel: 1-877-775-4562
www.globalsign.com

sales-us@globalsign.com

GlobalSign EU

Tel: +32 16 891900
www.globalsign.eu
sales@globalsign.com

GlobalSign FR
Tel: +33 1828801 24

www.globalsign.fr

GlobalSign UK
Tel: +44 1622 766766
www.globalsign.co.uk

sales@globalsign.com

GlobalSign DE
Tel: +49 30 8878 9310
www.globalsign.de

GlobalSign NL

Tel: +31 20 8908021
www.globalsign.nl
verkoop@globalsign.com

ventes@globalsign.com

verkauf@globalsign.com
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