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Changes from last CPS v.4.3 (Publication Date: 10 October 2003)

Section 1.4: Updated wording
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Section 21.22: Updated wording

Section 21.23: Updated wording

Changes from last CPS v.4.2 (Publication Date: 1 August 2003)

New Chapter 21 GlobalSign PersonalSign 3 Qualified certificates issued under Belgian
Law of 9 July 2001 implementing the European Directive 1999/93/EC of the Council and
the Parliament on a Community Framework on Electronic Signatures.

Updated Chapter 10 GlobalSign Limited Warranty Policy to include warranty
requirements for product named GlobalSign PersonalSign 3 Qualified certificate.

Updated Section 5.12 on records retention period for Personalsign 3 Qualified certificate.
Appropriate additions to the definitions list with regard to qualified certificates.

Minor editorial updates to accommodate PersonalSign 3 Qualified in the Introduction.

Page 9 of 9



ﬁ ..——_\\\ Document

G’ObﬂfS]-gn GlobalSign Certification Practice Statement Reference:

TRALST O THE NET GSCPSV431

Acknowledgments

GlobalSign acknowledges the audits of Deloitte & Touche and
PriceWaterhouseCoopers as well as the review of Katolieke Universiteit
Leuven, Belgium in this or past versions of the GlobalSign CPS.

GlobalSign acknowledges the work of the:

= ETSI TS 101 456 Policy Requirements for Certification Service Providers
issuing Qualified Certificates

= ETSI TS 101 042, Policy requirements for certification authorities issuing
public key certificates

* Ministry of Economic Affairs, Belgium, BE.SIGN: Accreditation Scheme for
Qualified Electronic Signatures

= AICPA/CICA, WebTrust Program for Certification Authorities.

= |ETF RFC 2527 Internet X.509 Public Key Infrastructure Certificate Policy
and Certification Practices Framework

= BS 7799 Code of Practice for Information Security Management
= American Bar Association, Electronic Signature Guidelines

= American Bar Association, PKI Assessment Guidelines

Page 10 of 10



_,..rr""’—/r ..——_\\\ Document

G’ObﬂfS]-gn GlobalSign Certification Practice Statement Reference:

TRALST O THE NET GSCPSV431

1. Introduction
This section gives a brief introduction to the GlobalSign CPS.

This CPS applies to all public services directly delivered or made available by
GlobalSign. This CPS comprises the parts included in the Table of Contents as
well as any other documents or versions of documents published through the
GlobalSign repository at: https://www.globalsign.net/repository as may be
indicated from time to time that may not have been actually integrated in the
current published version.

This CPS also applies to selected branded services delivered by GlobalSign
partners who rely on GlobalSign to deliver digital certificates or who support
GlobalSign in delivering its own services to an end user. While such partners
operate their own GlobalSign accredited entities to issue self-branded or co-
branded certificates GlobalSign provides the back end infrastructure and
support for such services. In these circumstances GlobalSign accredited
entities act as CAs; hence all responsibilities associated with the GlobalSign
CA as specified in this CPS apply to them. To carry out certain functions
GlobalSign relies on third party service providers. Certain conditions of this
CPS apply also to such third party providers to the extent that they refer to a
function necessary to invoke trust e.g. a function carried out under a trusted
role.

The structure of this CPS addresses the organisational separation among
discreet CA functions in such a way so that it adequately addresses aspects of
technology, organisation, practices and procedures, legal conditions of
issuance and product specifications. In an effort to maintain a neutral stance,
this presentation of issues does not assume any specific conditions of
issuance or reliance of the certificates. Since certain limitations apply to the
usage and the reliance of certificates, it is advised that caution is exercised
with regard to the choice of a certificate for each individual application area.
In line with relevant European Union (EU) and Belgian regulations this CPS
also comprises GlobalSign’s Privacy, Consumer and Insurance policies to give
a detailed view of the level of service currently made available by GlobalSign.

A Certificate Policy that addresses the needs and requirements of the
GlobalSign network of partners, including GlobalSign RAs, complements this
CPS. Both the CP and the CPS are applicable on the usage of and reliance
upon GlobalSign certificates.

1.1 Structure of this CPS

This CPS contains a “General Part” and a “Specific Per-product Part”. Sections
1 through to 10 and section 21 comprise of the general part, while sections 11
onwards are the specific per product part.

The “General Part” addresses the conditions of issuance of digital certificates
applicable to all products and services made available by GlobalSign. The
General Part is organised along Chapters 1 through to 10 to address technical
organisational and legal matters associated with the usage of PKI and digital
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certificates. The choice of the structure is based on the typical breakdown of
electronic commerce and general information security requirements to create
a logical relationship between the subject in question and its reference within
this CPS. Rather than opting for a procedural approach, that appeals to PKI
experts rather than the layman, this CPS allows the reader to associate e.g. a
technical matter for example with its reference and analysis in Chapter 4
which addresses technical aspects. Hence, readers that are not quite familiar
with the various aspects of digital certificates and PKI can more easily
navigate through this document and extract the information necessary.

The “Specific Per-product Part” addresses conditions associated with specific
GlobalSign products, meaning digital certificates. This per product part is
organised along the product lines that GlobalSign makes available. While the
major assurances remain shared among the whole range of GlobalSign
products, there are certain procedural and and contractual variations that
create the multiple level product range of GlobalSign. Such differences are
addressed on a per-product basis.

The following table gives an overview of the content of organisation of the
various chapters in the GlobalSign CPS:

GlobalSign Certification Practice Statement

General Part

Parties of GlobalSign PKI services
Technology

Organisation

Practices and Procedures

Legal Conditions

Data protection Policy
Consumer Policy

Insurance Policy

Specific Part

Products Policies

Product 1 Product 2 Product x

This CPS comprises of all PKI products that GlobalSign makes available.

Hence, there is no need to refer to any other CPS to obtain information on the
prevailing conditions of GlobalSign products. This approach reflects the high
level assurance that GlobalSign’s own infrastructure warrants, that is shared
among all categories of its products.

To use this CPS correctly the reader must refer to the general part and to the
part specific to the product it purchases.

1.2 Example case of using this CPS

After carefully reading through and approving the subscriber agreement, an
applicant for a GlobalSign PersonalSign 2 certificate should refer to section 13
for information on the specific conditions and requirements for the issuing of a
GlobalSign PersonalSign 2 certificate. For general conditions on the

Page 12 of 12



_,..rr""’—/r ..——_\\\ Document

G’ObﬂfS]-gn GlobalSign Certification Practice Statement Reference:

TRALST O THE NET GSCPSV431

organisation of GlobalSign the applicant would have to turn to section 5 while
to receive information on GlobalSign’s insurance scheme he/she would have
to turn to section 10.

1.3 CPS and CP

This CPS is complemented by a GlobalSign CP. The purpose of the GlobalSign
CP is to state the “what is to be adhered to” and, therefore, set out an
operational rule framework for the broad range of GlobalSign products and
services. Such level is is generally defined by the entity wishing to ensure a
level of trust by managing the life cycle of digital certificates.

This CPS states, “how the Certification Authority adheres to the Certificate
Policy”. This CPS provides the end user with a summary of the processes,
procedures and overall prevailing conditions that the Certification Authority
will use in creating and maintaining digital certificates it manages.
In addition to the CP and CPS GlobalSign maintains a range of adjacent
documented polices which include but are not limited to addressing such
issues as:

= Business continuity

= Security policy

= Personnel policies

= Key management policies

= Registration procedures

= Etc.

1.4 Policy assessment and legal boundaries
All applicable GlobalSign policies have been subjected to continuous audit and
scrutiny of authorised third parties as it has been witnessed most notably by
such accreditation(s), and recognition of service as:
= The recognition as service provider for the national identity card
project of the Belgian government
» The accreditation of Web Trust for CAs. WebTrust requires the
continuous audit of a CAs policies and procedures.
= The recognition as service provider for the Belgian Government’s
InterVAT project.
= Etc.

These policies have also been prepared for audit under the voluntary
accreditation scheme for certification service providers in Belgium.

A full list of accreditation(s), and recognition of service is available upon
request.

GlobalSign is additionally committed to high-level international and European
standards prevailing in the area of qualified certificates pursuant to the
European Directive 99/93/EC implemented in Belgium by the Law of 9 July
2001.
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1.5 Conformance to this CPS

GlobalSign conforms to this CPS and obligations found in the subscriber
agreement that a subscriber adheres to.

1.6 Comments

GlobalSign accepts comments regarding this CPS addressed to:
legal@globalsign.net or by post to GlobalSign, attn. Legal Practices, Phipssite
5B-3001Leuven, Belgium.

GlobalSign NV is a company registered in Belgium with Commercial Registry
Number: Brussels 607.752 and VAT Registration Number BE 459.134.256.
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2. General
This section describes the GlobalSign certification services.

2.1 GlobalSign

GlobalSign operates under two discreet roles. Firstly, as a Trust Service
Provider to deliver Trust Services to a user community, directly or through an
agent. An agent in this case includes third party entities, called Registration
Authorities (RAs) that operate under agreement with and within the
conditions laid out by GlobalSign.

Secondly GlobalSign operates an international network of Trusted Third

Parties (TTP’s) sharing the GlobalSign procedures and using suitable brand
name to issue high quality and highly trusted digital certificates to public and
private entities. Such partners include GlobalSign accredited Certification
Authorities (CAs) and RAs that operate under an agreement with GlobalSign.
This role is typically limited to the issuance of certificates to other certification
authorities, which seek to inherit trust that is usually vested in the GlobalSign
top root and brand name.

The main activities of GlobalSign are to:

= Set up and manage an international network of RAs, establishing the
brand name of GlobalSign as a universal Trusted Third Party leveraging on
in PKI technology.

= Manage the life cycle of digital certificates issued to end user entities as
well as to other certification authorities and administrators within the
GlobalSign domain.

= Directly or through an agent support the deployment of third party public
key infrastructures especially in the areas of technology, organisation,
procedures and legal aspects.

The GlobalSign public certification services aim at supporting secure electronic
commerce and on-line business services to address the business and personal
requirements of the users of electronic signatures. Through its extended
experience in managing diverse trusted PKI networks, GlobalSign aims at
creating a network of Trust in open electronic commerce.

Responding to the need for secure electronic transactions among users and
service providers in a global market place, GlobalSign published or
documented practices support the GlobalSign infrastructure and to deliver
high quality trust services to diverse user communities in Europe and the
world. GlobalSign is a subsidiary of Ubizen.

2.2 Digital certificates

Digital certificates allow entities that participate in an electronic transaction to
prove their identity towards other participants. Digital certificates are used as
a digital equivalent of an identification card.
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By means of a digital certificate, GlobalSign provides confirmation of the
relationship between a named entity (subscriber) and its public key. The
process to obtain a digital certificate includes the identification, naming,
authentication and registration of the client as well as the issuance,
revocation and expiration of the digital certificate. By means of this procedure
to issue digital certificates, GlobalSign provides adequate and positive
confirmation about the identity of the user of a certificate and a positive link
to the public key that such entity uses. An entity on this instance might
include an end use, another certification authority, as it might be required
under the circumstances. For specific information on the types of certificates
available, please refer to the sections 11 through to 20.

2.3 Applicability of digital certificates

GlobalSign makes available general-purpose digital certificates that can be
used for non-repudiation, authentication and encryption. Usage of these
certificates can be further limited to a specific business or contractual context
or transaction level according a warranty policy. By means of an agreement
with third parties GlobalSign may provide some or all of the limitations of use.

For example, a GlobalSign RA that operates within the health sector may
issue certificates to health professionals that can only be used within their
business context.

2.4 GlobalSign digital certificate range
The range of GlobalSign digital certificates to which this CPS applies, includes
the following products as described in chapters 11 etc. of this CPS.

GlobalSign products addressed in this CPS

PersonalSign 1 A personal certificate  Reference Chapter 12

Demo of low assurance

PersonalSign 2 A personal certificate  Reference Chapter 13
of medium assurance

PersonalSign 2 Pro A personal certificate Reference Chapter 14

of medium assurance
with reference to
professional context

PersonalSign 3 A personal certificate Reference Chapter 15
of high assurance
PersonalSign 3 Pro A personal certificate Reference Chapter 16

of high assurance
with reference to
professional context
ServerSign A certificate for Reference Chapter 17
authenticating web
servers
ObjectSign A certificate for Reference Chapter 18
authenticating data
objects
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HyperSign A certificate for web Reference Chapter 19

servers with high
encryption level
RootSign A certificate for CAs Reference Chapter 20
that enter the
GlobalSign hierarchy

PersonalSign 3 A certificate issued Reference Chapter 21
Qualified Certificate under Belgian Law of
9 July 2001

implementing the
European Directive
1999/93/EC on
Electronic Signatures

2.5 Business Partnerships

To better respond to the diverse certification needs of the distributed
population of electronic commerce service providers and users, GlobalSign
may co-operate with appropriately selected business partners to deliver
certain services associated with PKI, including certification and registration.
GlobalSign nmay outsource in part or whole certain aspects of the delivery of
its services. Regardless of the partner or agent selected to manage certain
parts of the certificate life cycle or operations, GlobalSign remains ultimately
in charge of the whole process. GlobalSign limits its responsibility thereof
according to the conditions in this CPS and the GlobalSign CP. Secure Devices
and Private Key Protection.

GlobalSign supports the usage of secure devices and tamperproof equipment
to securely issue, manage and store certificates. GlobalSign uses accredited
trustworthy hardware to prevent compromise of its private key.

2.6 Selecting a Certification Service

While GlobalSign currently offers a broad range of certificates, it disclaims
that its model is entirely tamperproof. To support users in selecting the
appropriate PKI service or product GlobalSign offers PKI training on demand,
and invites subscribers and partners to study specific requirements of their
applications and use their own judgement before applying for a GlobalSign
certificate.

2.7 Operational Controls

GlobalSign undertakes certain operational controls including organisational,
human resources, and other management-related controls, commensurate
with the level of service it offers and the requirements of a partner.
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2.8 Gender References
When reference is made to a person in association with a gender, it is implied
that reference is made to both genders.
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3. Parties of GlobalSign PKI1 Services
This part refers to the community associated with the lifecycle of GlobalSign
public PKI services.

3.1 GlobalSign Certification Authority
A CA is an organisation that issues digital certificates. GlobalSign is a CA.
Sometimes a CA is also described by the term Issuing Authority.

GlobalSign is responsible for drafting the policy prevailing in issuing a certain
type or class of digital certificates, including its public certificates. GlobalSign
is also a Policy Authority while this CPS and the associated GlobalSign CP are
policies that apply in issuing GlobalSign digital certificates.

To provide notice or knowledge to relying parties functions associated with the
revoked and/or suspended certificates require appropriate publication in a
Certificate Revocation List (CRL). GlobalSign operates such a list.

3.2 GlobalSign Certification Authorities and Partners

GlobalSign supports the PKls of third party CAs at agreed upon and pre-

defined levels. Within a PKI, such CAs may be of a lower hierarchical position

while they retain a service level that is equivalent to that of GlobalSign

through appropriate accreditation, auditing and application of procedures. A

lower level CA issues certificates on the basis of:

= A technology partnership with GlobalSign or a GlobalSign partner;

= GlobalSign provided or audited practices and procedures (including a
Certificate Policy and/or Certificate Practice Statement);

= Direct entry into the GlobalSign hierarchy.

Pursuant to GlobalSign’s widely embedded top root certificate and in its
function as a root CA and an operator of a network of CAs and RAs,
GlobalSign also root signs CAs by issuing CA certificates in order to facilitate
interoperability and invoke trust while providing widespread acceptance and
trust of the certificates of a third-party CA.

Third parties can operate GlobalSign supported CAs and RAs to act as
providers of public services or within the context of their own professional
relationships on approval and authorisation by GlobalSign. GlobalSign CAs act
in accordance with GlobalSign’s practices and procedures. There is no
limitation to the number of CAs that may be associated with GlobalSign either
directly or through a third party relationship. If required GlobalSign provides
CAs with the necessary technology and know-how to obtain a high level of
training in accordance with GlobalSign accreditation requirements.

3.3 GlobalSign Registration Authorities and Local Registration
Authorities

GlobalSign reaches its subscribers through a network of appropriately selected

GlobalSign Registration Authorities (RA) and optionally Local Registration
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Authorities (LRA). Such parties interact with both the subscriber and

GlobalSign to deliver public PKI services to the end-user. GlobalSign RA/LRASs:

= Accept, evaluate, approve or reject the registration of certificate
applications;

= Register subscribers to GlobalSign certification services;

= Attend all stages of the identification of subscribers as assigned by
GlobalSign according to the type of certificate they issue;

= Use official, notarised or otherwise indicated document to evaluate a
subscriber application;

= Following approval of an application notifies GlobalSign to issue a
certificate;

Initiate and approve the process to request the renewal, revocation and

suspension of a certificate from GlobalSign.

GlobalSign RA/LRAs act locally within their own context of geographical or
business partnerships on approval and authorisation by GlobalSign.

GlobalSign RA/LRAs act in accordance with GlobalSign’s practices and
procedures. There is no limitation to the number of RAs that may be
associated with GlobalSign. GlobalSign provides RA/LRAs with the necessary
technology and know-how to obtain a high level of training in accordance with
GlobalSign accreditation requirements.

A LRA carries out registration tasks on behalf of a RA. A RA supervises an
LRA. A LRA may have a geographical or business connotation and it operates
within the framework of GlobalSign’s own or GlobalSign accredited
procedures. A RA may support several LRAs.

3.4 Subscribers

Subscribers of GlobalSign services are entities including natural persons

(individuals) and/or legal persons (companies) that use PKI services.

Subscribers are parties that:

= Apply for a certificate;

= Are identified in a certificate

= Hold the private key corresponding to the public key that is listed in a
subscriber certificate.

3.5 Relying Parties

Relying parties are entities including natural persons (individuals) and/or legal
persons (companies) that rely on a certificate and/or a electronic signature
verifiable with reference to a public key listed in a subscriber’s certificate.

To verify the validity of a certificate they receive, relying parties must always

refer to the GlobalSign CRL prior to relying on information featured in a
certificate.
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4. Technology
This section addresses certain technology aspects of the GlobalSign
infrastructure and PKI services.

4.1 Digital certificate Management
GlobalSign certificate management, in general, refers to functions that include
the following:
- ldentification of a certificate applicant.
Authorisation of the issuance of certificates.
Issuance of certificates.
Revocation of certificates.
Eventual storing of a certificate on a portable medium.
De-commissioning of the corresponding private keys through a process
involving the revocation of certificates.
Listing certificates.
Distributing certificates.
Publishing certificates.
Storing certificates.
Retrieving certificates in accordance with their particular intended use.

Within the GlobalSign Trust network, overall certification management is a
role performed by GlobalSign. GlobalSign outsources certain portions of
certificate management to authorised third party agents. GlobalSign maintains
full responsibility on the quality and performance of its services towards a
subscriber and relying parties.

4.2 Types of GlobalSign Certificates

GlobalSign currently offers an array of digital certificates and related products
that can be used in a way that addresses the needs of users for secure
personal and business communications.

GlobalSign may update or extend its list of products, including the types of
certificates it issues, as it sees fit. Issued, suspended or revoked certificates
are appropriately published on directories. Types of certificates are discussed
below in this CPS.

4.3 Extensions and Naming

4.3.1 Standards

To construct digital certificates for its public PKI products and services
GlobalSign uses standards that include but are not limited to:

= X.509, version 3;

= specifications of IETF/PKIX RFC 2459.
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4.3.2 Digital certificate Extensions

GlobalSign may issue certificates that contain extensions defined by the X.509
v.3 standard other standards as well as any other formats including those
used by Microsoft and Netscape.

GlobalSign uses certain constraints and extensions for its public PKI services
as per the definition of the International Standards Organisation (ISO). Such
constraints and extensions may limit the role and position of a CA or
subscriber certificate so that such subscribers can be identified under varying
roles.

As key usage extension limits the technical purposes for which a public key
listed in a certificate may be used. GlobalSign’s own certificates may contain a
key usage extension that limits the functionality of a key to only signing
certificates, certificate revocation lists, and other data.

A certificate policy extension limits the usage of a certificate to the
requirements of a business or a legal context. GlobalSign pro-actively
supports and participates in the proliferation of industry, government or other
certificate policies for its public certificates as it sees appropriate.

4.3.3 Critical Extensions

GlobalSign uses certain critical extensions in the certificates it issues such as:

= A basic constraint in the key usage to show whether a certificate is meant
for a CA or not.

* To show the intended usage of the key.

* To show the number of levels in the hierarchy under a CA certificate.

4.3.4 Incorporation by Reference

The GlobalSign CPS as well as other relevant statements, disclaimers etc., are
incorporated in a subscriber’s certificate in ways other than full text inclusion.
The limitation of the free text organisational field on a certificate to 64 bytes

only does not allow for the full text inclusion of such information.

GlobalSign reserves its right to limit certain disclosures it makes including
statements on applications for which a certificate may be used, types of
users, reliance limits for subscribers and relying parties etc. GlobalSign may
further link certain application-specific extensions, as appropriate to disclose
relevant policies or CPS sections to the extent that verifying software supports
such application.

Extensions and enhanced naming are usually addressed in a subscriber
certificate. They can also be partially defined in a subscriber certificate. The
remainder can be a document made available on demand that is incorporated
by reference in the subscriber certificate. Information included in such a
shelved document can be made available to requesting parties.

Information contained in the organisational unit field is also deemed included
in the Certificate Policy extension that GlobalSign may use.
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4.3.5 Certificate Policy

GlobalSign also makes available a Certificate Policy with its subscriber
certificate, as it sees appropriate, according to the business or legal context of
the application or as it may be mandated for certain products.

4.3.6 Compliance and Accreditation
GlobalSign acknowledges and makes reasonable efforts to meet in part or
whole the requirements of the following standards:

= ETSI TS 101 456 Policy Requirements for Certification Service Providers
issuing Qualified Certificates.

= ETSI TS 101 042, Policy requirements for certification authorities issuing
public key certificates.

= AICPA/CICA, WebTrust Program for Certification Authorities.

» |ETF RFC 2527 Internet X.509 Public Key Infrastructure Certificate Policy
and Certification Practices Framework

= BS 7799 Code of Practice for Information Security Management
= American Bar Association, Electronic Signature Guidelines

= American Bar Association, PKI Assessment Guidelines

GlobalSign meets in full the specific requirements of several standards with
regard to the provision of specific products and services.

Compliance with the above-mentioned standards depends on the
requirements of specific products or services. End user applications might
require a higher degree of compliance than GlobalSign products or services
might offer by default. Therefore, GlobalSign public products or services might
not necessarily meet all requirements of an en user application in their
standard format. Subscribers and relying parties are urged to contact
GlobalSign in order to ascertain whether GlobalSign’s public products and
services meet the requirements of their applications. GlobalSign directly or
through an authorised agent makes available customised products and
services, which can meet specific requirements of applications.

4.3.7 Object Identifiers

As Certificate Policy Authority, GlobalSign may assign to this CPS and other

applicable GlobalSign Certificate Policies an object identifier (OID). Such OID

is also included in the certificate policy extension. GlobalSign also uses policy

qualifiers that include pointer values, warnings, liability limitations, and

warranty disclaimers as described below:

= Pointers are machine or human readable formats that indicate to
certificate users the location and access of the CPS and other information.

= Subscriber certificates may include a statement on limitations of liability
and disclaimers of warranty. Such a statement may be displayed as a URL
or displayed to users upon registration.

= GlobalSign communicates information to users through an enhanced
naming organisational unit attribute, a GlobalSign standard qualifier to a
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GlobalSign certificate policy and other vendor or industry extensions as
might be applicable in specific formats.

4.4 GlobalSign Directories and Repository

GlobalSign makes publicly available and manages directories of issued,
suspended and revoked certificates to validate the level of trust in its
services.

GlobalSign updates its certificate status information resources in three-hour
intervals, including the Certificate Revocation List (CRL);

An Online Certificate Status Protocol (OCSP) service is available upon request
and eventually by meeting additional requirements.

GlobalSign also publishes repositories of legal notices regarding its public PKI
services, including this CPS as well as any other information it considers
essential to its services at https://www.globalsign.net/repository/index.cfm.
Checking and validating the status of trust of issued and revoked certificates
is a task for users and relying parties.

4.4.1 Standards used for GlobalSign Directories

To construct its public directories, GlobalSign uses standards that include:
= |ETF/PKIX RFC 2459;

= |ETF/PKIX OCSP RFC 2560;

= IETF/PKIX LDAP version 2, Schema RFC 2587.

4.5 Standards Used for GlobalSign Certificate Requests

To construct certificate requests GlobalSign uses standards that include:
=  PKCS#10

= Microsoft IE

= Netscape certificate request

4.6 Subscriber Identification

Prior to issuing a certificate GlobalSign may create controls to establish the
identity of a subscriber. The operation of these controls is the role of a
GlobalSign RA or LRA that also supervises these procedures on the basis of
GlobalSign-issued guidelines that are to be used on-line and/or off-line.

4.7 Software and Hardware Devices

GlobalSign accredits all hardware and software it uses for its public PKI and
uses only third party accredited and trustworthy equipment for key
generation, user authentication, certificate registration, audit and archival.
GlobalSign discloses such information to selected parties as it may be
required or mandated under the circumstances.
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4.8 GlobalSign Private Key Generation Process

GlobalSign uses a trustworthy process for the generation of its root private
key, its primary keys and its operational keys according to a documented
procedure. GlobalSign distributes the secret shares of its private key(s).
GlobalSign is the owner of the private key(s) and has the authority to transfer
such secret shares to authorised secret-shareholders.

4.8.1 GlobalSign Private Key Usage

The private key of GlobalSign is used to sign GlobalSign issued certificates,
GlobalSign certification revocation lists and accredited root-signed entities
(other CAs). Other usages are restricted.

4.8.2 GlobalSign Private Key Type
For its root key GlobalSign makes use of the SHA1/RSA algorithm with a key
length of 2048 bits and a validity period of 15 years.

For its primary key GlobalSign makes use of the SHA1/RSA algorithm with a
key length of 2048 bits and a validity period of 10 years.

For its operational key GlobalSign makes use of the SHA1/RSA algorithm with
a key length of 1024 bits and a validity period of 5 years.

4.9 GlobalSign Key Generation

GlobalSign securely generates and protects its own private key(s), using a
trustworthy system, and takes necessary precautions to prevent the
compromise or unauthorised usage of it. GlobalSign implements and
documents key generation procedures, in line with this CPS. GlobalSign
acknowledges public, international and European standards on trustworthy
systems.

4.9.1 GlobalSign Key Generation Devices
The generation of the private key of GlobalSign occurs within a secure
cryptographic device meeting the requirements of FIPS 140-1 level 3.

4.9.2 GlobalSign Key Generation Controls

The generation of the private key of GlobalSign requires the control of more
than one appropriately authorised member of staff serving in a trustworthy
position. More than one member of the management makes authorisation of
key generation in writing.

4.10 GlobalSign Private Key Storage
GlobalSign uses a secure cryptographic device to store its own private key
meeting the requirements of appropriate FIPS 140-1.
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4.10.1GlobalSign Key Storage Controls

The storage of the private key of GlobalSign requires multiple controls by
appropriately authorised members of staff or authorised third party agents
serving in trust positions. At least one member of the management authorises
key storage and assigns personnel in writing.

4.10.2GlobalSign Key Back Up

GlobalSign’s private key is backed up, stored and recovered by multiple and
appropriately authorised members of staff or authorised third party agents
serving in trust positions. At least one members of the management make
authorisation of key storage and assigned personnel in writing.

4.10.3Secret Sharing

GlobalSign’s secret shares are held by multiple authorised holders serving in
trust positions to safeguard and improve the trustworthiness of private key(s)
and provide for key recovery.

4.10.4Acceptance of Secret Shares

Before secret shareholders accept a secret share, they must personally have
observed the creation, re-creation and distribution of the share or its
subsequent chain of custody.

A secret shareholder receives the secret share within a physical medium, such
as a GlobalSign approved hardware cryptographic module. GlobalSign keeps
written records of secret share distribution.

4.11GlobalSign Private Key Distribution

GlobalSign documents its own private key distribution. GlobalSign also it also
reserves its ability to alter the distribution of tokens in case token custodians
need to be replaced.

4.12GlobalSign Private Key Destruction
GlobalSign private keys are destroyed at the end of their lifetime in order to
guarantee that they cannot ever be retrieved and used again.

GlobalSign keys are destroyed by shredding their primary and backup storage
CD-ROMs, by deleting their shares and by powering off any hardware modules
on which the keys are stored.

The key destruction process is documented and associated records are
archived.
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5. Organisation
This part describes the Organisation and the Trust conditions of the provision
of public GlobalSign services.

5.1 GlobalSign Infrastructure

As a root CA and a Trust service provider, GlobalSign strives to maintain its:

= Sound organisation.

= Advanced technology.

» Trust network.

= Framework of published and/or audited practices and procedures
according to which it operates.

5.2 Organisational Good Standing

GlobalSign makes reasonable efforts to meet the requirements

= Of organisations and authorities whose rules and regulations might
materially affect GlobalSign’s trustworthiness

= Of accreditation or licensing schemes as they may be required or
associated with the delivery of GlobalSign’s services.

= Set out by law or contract with regard to the provision of trust services.

While GlobalSign is an organisation that is annually audited for its financial
stability the results of any such audits remain confidential.

5.3 Compromise and Disaster Recovery

GlobalSign retains and implements a discreet Business Continuity Plan to
restore business operations in a timely manner following interruption to, or
failure of critical business processes.

In its Business Continuity Plan, GlobalSign lists the applicable incident

compromise reporting and handling procedures. The GlobalSign Business

Continuity Plan address the following areas:

= Procedures to be used if computing resources, software, and/or data are
corrupted or suspected of having been corrupted.

* How a secure environment is re-established.

* Which certificates are revoked.

=  Whether the entity key is revoked.

= How the new entity public key is provided to the users.

= How the subjects are re-certified.

= The recovery procedures used if the entity key is compromised.

= Specific aspects on natural or other disaster.

= Availability of a remote hot-site at which operations may be recovered.

= Procedures for securing its facility during the period of time following a
natural or other disaster and before a secure environment is re-
established either at the original site or at a remote site.
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5.4 Trustworthy Systems
In performing its services, GlobalSign makes use of trustworthy and
appropriately accredited systems.

5.5 Termination of CA Operations

Before terminating its CA activities, GlobalSign:

= Provides subscribers of valid certificates with ninety (90) days notice of its
intention to cease acting as a CA.

= Revokes all certificates that are still unrevoked or unexpired at the end of
the ninety (90) day notice period without seeking subscriber’s consent.

= Gives timely notice of revocation to each affected subscriber.

= Makes reasonable arrangements to preserve its records according to this
CPS.

= |If possible, it provides succession arrangements for the re-issuance of
Certificates by a successor CA under the same CPS.

GlobalSign may update this clause, as it might be necessary.

5.6 Accreditation of Entities
GlobalSign accredits all entities that enter or operate within its own PKI
hierarchy, including CAs, RAs, and LRAs, individual employees in trusted
positions. Accreditation is documented and may be supported by any of the
following means:

= An audit report compiled by GlobalSign or an authorised GlobalSign

agent

* An independent third party audit report,

= A self-declaration

= An agreement with the accredited entity.

5.7 GlobalSign Accreditation

GlobalSign may chose to comply with requirements set out by CA
accreditation schemes, as they become available. The choice of the
accreditation scheme to adhere to, the timing and the conditions to meet the
requirements remain at the discretion of GlobalSign.

5.8 Financial Resources

GlobalSign retains sufficient financial resources to maintain operations and
perform duties. GlobalSign takes steps to remain reasonably able to bear risk
from potential liability to subscribers and recipients of certificates as well as
any other parties that may rely on information included in the certificates that
have been issued. Such potential liability, however, is limited within the
boundaries of the GlobalSign Limited Warranty Plan as explained below in this
CPS.
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5.9 Limited warranties

GlobalSign makes available a limited warranty policy for selected types of its
products or services to cover against commonly identified risks of electronic
certification. GlobalSign maintains an insurance plan with the support of a
renowned insurance company.

5.10Compliance Documentation

GlobalSign keeps records, in a trustworthy manner. Such documentation

supports:

= Compliance with the requirements of this CPS.

= Audit reports by external parties including independent auditors.

= Audit reports as made available by relevant accreditation schemes.

= Information in support of each digital certificate it issues with special
regard to the creation, issuance, use, suspension, revocation, expiration,
and renewal or re-enrolment.

5.11Form of Records

GlobalSign retains records in electronic or in paper-based format. GlobalSign
may require its RAs, LRAs, subscribers, or their agents to submit documents
appropriately in support of this requirement.

5.12Records Retention

GlobalSign retains, in a trustworthy manner, records of the GlobalSign digital
certificates it issues. There are term periods for the retention of records. The
first applies to certificates with nil transaction value (1 year). The second
applies to low/medium personal transaction value certificates (5 years). The
third terms applies to professional grade certificates in accordance with the
requirements of the Laws of Belgium for professional records (10 years).

Records retention terms varies as follows:

= PersonalSign Demo certificates or equivalent for no less than one (1) year.

= PersonalSign 2, and PersonalSign 3 for no less than five (5) years.

= PersonalSign 2 Pro, PersonalSign 3 Pro certificates, GlobalSign Secure
Server, GlobalSign Object Publishing, RootSign or equivalent for no less
than ten (10) years.

= Personalsign 3 Qualified certificates for no less than thirty (30) years.

= For public certificates, based on accreditation schemes as prescribed by
such scheme.

Filing terms begin on the date of expiration of a GlobalSign certificate. Such
records may be retained in electronic, in paper-based format or any other
format that GlobalSign may see fit.

GlobalSign may revise record retention terms as it might be required by

agreement to set up a closed user group or formal requirements to comply
with accreditation schemes.
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5.13Audit Logging Procedures

Audit logging procedures include event logging and audit systems
implemented for the purpose of maintaining a secure environment.
GlobalSign implements the controls according to the following conditions:

GlobalSign records events that include, but are not limited to, certificate
lifecycle operations, attempts to access the system and requests made to the
system.

While GlobalSign makes such controls daily, audit logs are processed and
archived weekly following an alarm or anomalous event, or when ever the
audit log is 90% full.

Logs are kept for a period of 120 days.
For the protection of audit logs GlobalSign takes the following steps:

Audit logs can only be viewed by authorised personnel including the Security
Officer. While logs are protected only the Security Officer may delete the audit
file as part of rotating the audit file. Physical and logical measures are
implemented to protect against deletion of audit logs.

GlobalSign implements audit log back up procedures.
The audit log accumulation system is internal to GlobalSign.

Subject which caused an audit event to occur is not notified of the audit
action.

GlobalSign performs vulnerability assessments from time to time.

5.14Logs for Core Functions

GlobalSign maintains, in a trustworthy manner, and for a period of maximum
five years logs of the following events:

= Key generation.

= Key management.

= Interruption of service.

= Perimeter controls.

= Control documentation.

5.14.1Accessing Logs for Core Functions

Accessing logs for core function is restricted to authorised CA and RA
administrators and personnel. GlobalSign may allow access by external
parties as may be required by the circumstances.

5.14.2Protection of Logs for Core Functions

GlobalSign employs dual control to protect the integrity of logs for core
functions.
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5.15Audit for Core Functions

GlobalSign seeks audit services from specialised independent auditors for
selected operations as it sees fit or as mandated by accreditation schemes.
Audits organised as prescribed by accreditation schemes address subject
areas as prescribed by such schemes. Audits take place annually or as
otherwise prescribed by such schemes.

Audit topics may cover areas that include the following:
= CA business practices and disclosure

= Service integrity

= CA environmental controls

GlobalSign takes pro-active steps to act in accordance with audit
requirements,

5.16Availability of GlobalSign Certificates

To verify a signature that is verifiable with reference to a digital certificate
GlobalSign makes available to third parties copies of its own certificates as
well as any related revocation data.

5.17Publication

GlobalSign publishes information in its Repository, the CRL and the GlobalSign
web site. Updated versions are marked as appropriate.

5.17.1Publication of Information on Issued Certificates

GlobalSign publishes all issued public digital certificates, any revocation data
or expiration data on such certificates as well as this CPS on dedicated
directories and the GlobalSign Repository.

5.17.2Accessing Information Published
Accessing information published in the publicly accessible directories and the
web site is allowed.

Proprietary, confidential or otherwise protected information may be disclosed
upon request. GlobalSign shall use its discretion on whether to disclose such
information or not.

5.18Confidentiality Information

GlobalSign observes personal data privacy rules, as explained hereunder.
GlobalSign also treats in a confidential manner and as prescribed by law:
= Subscriber agreements.

= Certificate application records.

» Transaction records.

= External or internal auditing trail records and reports.

= Contingency plans and disaster recovery plans.
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= Internal tracks and records on the operations of GlobalSign infrastructure,
certificate management and enrolment services and data.

GlobalSign does not release nor is it required to release any confidential
information without an authenticated and justified request specifying, as

applicable:
» The party to whom GlobalSign owes a duty to keep information
confidential

* The party requesting such information;
= A court order.

GlobalSign may charge an administrative fee to process such disclosures.

Parties requesting and receiving confidential information are granted
permission on the explicit assumption that they use it for the requested
purposes, secure it from compromise, and refrain from using it or disclosing it
to third parties.

5.19Secure Facilities
GlobalSign operates secure facilities as prescribed in this CPS and according
to a documented procedure.

5.19.1Physical and Environmental Controls

Physical access to the secure part of GlobalSign facilities is limited to
appropriately authorised individuals. Certificate issuance facilities are
protected from environmental hazards. Loss, damage or compromise of assets
and interruption to business activities are detected, and reasonably
prevented. GlobalSign takes reasonable steps to prevent against and detect
any compromise or theft of information.

5.20Contingency Plans and Disaster Recovery

GlobalSign systems feature a very high level of availability and redundancy.
To maintain the integrity of its services GlobalSign implements, documents,
and periodically tests appropriate contingency and disaster recovery plans.
GlobalSign discloses such plans to parties as it sees fit or mandated by the
circumstances or accreditation schemes.

5.21Personnel Management and Practices

GlobalSign follows documented personnel and management practices that
provide reasonable assurance of the trustworthiness and competence of its
employees of the satisfactory performance of their duties. GlobalSign may
authorise third party contractors or agents to carry out trusted or other
functions necessary for certificate management.

5.21.1Trusted Positions

GlobalSign personnel includes all employees, contractors, agents and
consultants of GlobalSign. All GlobalSign personnel with access to or control
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over operations, including cryptographic operations, that may materially
affect the registration, issuance, usage, suspension, or revocation of
certificates, including access to restricted operations of the GlobalSign
repository for purposes of this CPS are considered to be serving in a trusted
position. Such personnel include, but are not limited to, all customer service
personnel, system administration personnel, designated engineering
personnel, and executives who are designated to supervise the GlobalSign
infrastructure.

5.21.2Investigation and Compliance

GlobalSign conducts an initial investigation of all personnel who are
candidates to serve in trusted positions to make a reasonable attempt to
determine their trustworthiness and competence. GlobalSign requires all
employees serving in trusted positions to submit an official document
attesting that they are of good character and have no prior convictions for
serious crimes or file to GlobalSign a declaration of good conduct. GlobalSign
conducts periodic investigations of trusted personnel to verify the
trustworthiness and competence in accordance with GlobalSign personnel
practices.

When relying on third party agents or contractors, the party providing these
services provides GlobalSign with the same compliance assurances as if
GlobalSign had carried out that function on its own. While GlobalSign
conditionally warrants the level of service it makes available through third
party agents or contractors these agents or contractors maintain their
contractual freedom in the way to implement these requirements.

5.21.3Confidential Information

All personnel in trusted positions handle all information in strict confidence. All
RA and LRA personnel as well as personnel that handles personal data comply
with the requirements of the European Directive on the protection of personal
data and/or the GlobalSign Data Protection Policy.

5.21.4Task Description

Trusted personnel have clearly defined roles and a job description for their
function. Where appropriate, dual control and separation of duties are
exercised.

5.21.5Senior Personnel

GlobalSign requires management and senior personnel to possess the
necessary experience and familiarity with public key encryption technologies
to fulfil their duties.

5.21.6Conflicting Interests

GlobalSign takes material steps to ensure that its members of personnel
especially those in Trusted Roles do not have any conflicting roles or conflicts
of interest with GlobalSign.
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5.21.7Removal and Replacement of Personnel in Trusted Positions

All personnel serving in trusted position who fail an initial or periodic
investigation are removed from a trusted position. The removal of any person
serving in a trusted position remains exclusively at the sole discretion of
GlobalSign.

5.22Publication of Information
The GlobalSign certificate services and the GlobalSign repository are
accessible through several means of communication:

= On the Web from, https://www.globalsign.net/repository/index.cfm.

* By e-mail, support@globalsign.net, legal@globalsign.net.

= By post, GlobalSign NV, Support, Phipssite 5, B-3001 Leuven, Belgium.
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6. Practices and Procedures

This part presents the general aspects of practices and procedures of the
GlobalSign Public PKI services. For specific “per product information” the
reader may refer to the dedicated “per product” section hereunder.

6.1 Certificate Application Requirements for Subscribers

Certificate applicants (collectively called subscribers) must take the following

steps prior to requesting a GlobalSign certificate:

= Generate a key pair comprising of a public key and a private key and
demonstrate to GlobalSign that the private key corresponds to the public
key.

* Protect the integrity of the private key of the generated key pair;

= Submit a completed certificate application.

= Agree with the terms of a subscriber agreement and this CPS.

= Submit the public key of the generated key pair to GlobalSign.

= Provide proof of their identity according to GlobalSign, or other standard
defined procedures as they may have been acknowledged by GlobalSign.

6.1.1 Delegation
Depending on the type of certificate, an application for a GlobalSign digital
certificate can be made in person or through an agent.

6.1.2 Key Pair Generation

Subscribers are exclusively responsible for the secure generation of their own
key pair, using a trustworthy system as required by the product or
application.

6.1.3 Key Pair Protection

Subscribers are exclusively responsible for taking all the necessary measures
to prevent the compromise, loss, disclosure, modification, theft, or otherwise
unauthorised use of their private key.

6.1.4 Use of Secure Devices and Products
Unless otherwise stated in this CPS, subscribers use secure devices and
products that provide for the protection of their keys.

6.1.5 Delegating Responsibilities for Private Keys
Subscribers are exclusively responsible for the acts and omissions of partners
and agents they use to generate, retain, escrow, or destroy their private keys.

6.2 Validation Information for Certificate Applications
Applications for GlobalSign certificates are supported by appropriate
documentation to establish the identity of an applicant as described in the
product information below in this CPS.

GlobalSign may modify the requirements related to the information collected
from applicants of GlobalSign certificates in order to meet requirements of its
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own, set by the business, application or legal contexts. Such documentation
includes identification elements such as the following.

6.2.1 Information Collected from Individual Applicants

Information required to support an application for a GlobalSign certificate is

listed below. GlobalSign may modify the requirements for information to be

collected as it sees appropriate or as it might be required in order to maintain

a level of service or meet specific formal, business or legal requirements. In

specific sample information to be collected includes the following elements:

= Applicant’s e-mail address;

= Legal name

=  Country

= Applicant’s public key

= ldentification data

= Challenge phrase or password

= Payment information

= Subscriber agreement and registration form acknowledged by an RA/LRA
pursuant to applicant producing an official form of identification as
required.

= Proof of professional context (where applicable).

6.2.2 Information Collected from Legal Persons

Information required to support an application for a GlobalSign certificate is

listed below. GlobalSign may modify the requirements for information to be

collected as it sees appropriate or as it might be required in order to maintain

a level of service or meet specific formal, business or legal requirements. In

specific sample information to be collected includes the following elements:

=  Domain name

= |P address

= Legal Name of the Organisation

= QOrganisational unit

= Street, city, postal/zip code, country

= Technical and billing contact persons and legal representative

*  VAT-number

= Trade Register number

= Server Software

= Payment Information

= Proof of right to use name

= Proof of existence of the Organisation

= Proof of organisational status such as articles of incorporation of a
company, letter from office of Dean or Principal (for Educational
Institutions), official letter from an authorised representative of a
government organisation.

= Registration form signed and properly filled in

= Signed subscriber agreement

6.3 Requirements to Validate Certificate Applications
Upon receipt of an application for a digital certificate and based on the
submitted information, GlobalSign validates the following information:
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= The certificate applicant is the same person as the person identified in the
certificate request.

= The certificate applicant holds the private key corresponding to the public
key to be included in the certificate.

= The information to be published in the certificate is accurate, except for
non-verified subscriber information.

= Any agents who apply for a certificate listing the certificate applicant’s
public key are duly authorised to do so.

GlobalSign controls the accuracy of the information published as submitted by
the applicant at the moment the certificate is issued.

In all cases and for all types of GlobalSign certificates the subscriber has an
obligation to monitor the accuracy of the submitted information and notify
GlobalSign of any such changes.

6.3.1 Personal Presence

To establish the link between an applicant and an applicant’s public key,
GlobalSign may require the personal presence of an applicant before a

RA/LRA for certain types or classes of digital certificates. However, it reserves
its right to modify such registration requirements as it sees appropriate or it
may be prescribed by standards or the law.

6.3.2 Third-Party Confirmation of Business Entity Information
GlobalSign may request third parties to confirm information concerning a
business entity that applies for a GlobalSign digital certificate. GlobalSign
accepts confirmation from parties such as chambers of commerce, other
third-party databases and government entities while it may examine other
third party referees as it may be provided within a particular business context.

Certain entities such as banks and financial institutions may be required to
provide proof of their activity prior to having digital certificates issued to them
with a purpose to perform banking or otherwise licensed or controlled
functions.

GlobalSign may use any means of communication at its disposal to ascertain
the identity of a legal entity.

6.3.3 Domain Name Confirmation and Serial Number Assignment
GlobalSign has exclusive discretion to assign Relative Distinguished Names
(RDNs) and certificate serial numbers that appear in GlobalSign certificates to
distinguish subscribers within its own domain. GlobalSign may use the

Domain Name Service for resolving RDN assignment if necessary.

6.4 Time to Confirm Submitted Data
GlobalSign makes reasonable efforts to confirm certificate application
information and issue a digital certificate within reasonable time frames.
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6.5 Approval and Rejection of Certificate Applications
Following successful completion of all required validations of a certificate
application, GlobalSign approves an application for a digital certificate.

If the validation of a certificate application fails, GlobalSign rejects the
certificate application. Upon such rejection GlobalSign promptly notifies the
applicant by any means of communication it sees appropriate and provides a
reason for such failure to the extent permitted by law.

GlobalSign may reject applications for certificates if on its own assessment, by
issuing a certificate to such parties, the good and trusted name of GlobalSign
might get tarnished, diminished or have its value reduced. GlobalSign

reserves its right to reject applications to issue a certificate to applicants, as it
might see fit, without incurring any liability or responsibility for any loss or
expenses arising as a result of such refusal.

Applicants whose applications have been rejected may subsequently re-apply.

6.6 Certificate Issuance and Subscriber Consent
GlobalSign issues certificates upon approval of a certificate application. A
digital certificate is deemed to be valid upon acceptance by the subscriber.

6.7 GlobalSign Representations Upon Certificate Issuance
GlobalSign makes certain representations to subscribers and relying parties.
These are described in the sections below.

6.7.1 GlobalSign Representations to Subscriber

Upon issuance, GlobalSign represents to the subscribers the following:

= A certificate contains no misrepresentations of fact in the certificate known
to GlobalSign or originating from GlobalSign.

» There are no transcription errors of data received by GlobalSign
originating from the certificate applicant as a result of failure of GlobalSign
to exercise reasonable care in creating the certificate.

» The certificate meets all material requirements and issuance conditions as
prescribed by this CPS.

= GlobalSign promptly revokes or suspends certificates in accordance with
this CPS.

= GlobalSign notifies subscribers of facts known to it that materially affect
the validity and reliability of the certificate it issued to such subscriber.

» GlobalSign’s private key has not been compromised in any way.

GlobalSign reserves its right to alter such issuance conditions and
representations while such changes effect no other obligation to GlobalSign
than those foreseen in the GlobalSign Insurance policy below in this CPS.

6.7.2 GlobalSign’s Representations to Relying Parties

Upon issuance GlobalSign represents to parties relying on information
featured upon a certificate (relying parties) the following:
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» The accuracy of information in or incorporated by reference within the
certificate at the time of issuance of a certificate, except for non-verified
subscriber information.

= GlobalSign has complied with this CPS when issuing a digital certificate.

= At the time of issuance GlobalSign’s private key had not been
compromised in any way.

GlobalSign reserves its right to require relying parties to act according to
certain conditions of usage when accessing the public information repository
and its web site as described below in this CPS. GlobalSign also extends to
relying parties a conditional insurance program for certain types of damages
as described below in this CPS.

6.7.3 GlobalSign Representations Upon Publication

By publishing a certificate, GlobalSign represents that it has issued the
certificate to the subscriber and that the subscriber has accepted the
certificate.

6.8 Certificate Validity
Certificates become valid upon issuance by GlobalSign and acceptance by the
subscriber.

6.9 Certificate Acceptance by Subscribers

Subscriber is deemed to have accepted a certificate when approval is

manifested through means such as those described below:

= On-line: Via a secure WWW link (http or https). The subscriber must notify
GlobalSign of any inaccuracy or defect in a certificate immediately after
receipt of the certificate or earlier notice of any content that is to be
included in the certificate.

= E-mail: Upon completion of a validation procedure GlobalSign sends the
certificate to the e-mail address of the applicant. The certificate applicant
must promptly notify GlobalSign of any inaccuracy or defect in a certificate
or earlier notice of any content that is to be included in the certificate.

If no notification of acceptance is received a certificate is deemed accepted on
the moment the payment becomes final or the subscriber first uses the
certificate, whatever occurs first.

6.9.1 Representations by Subscriber Upon Acceptance

By accepting a certificate the subscriber represents to GlobalSign and to

relying parties that at the time of acceptance:

= Electronic signatures created using the private key corresponding to the
public key included in the certificate is the electronic signature of the
subscriber and the certificate has been accepted and is properly
operational at the time the electronic signature is created.

= All representations made by the subscriber to GlobalSign regarding the
information contained in the certificate are accurate and true.
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= All information contained in the certificate is accurate and true to the best
of the subscriber’s knowledge or to the extent that the subscriber had
notice of such information.

» The subscriber promptly notifies GlobalSign of any material inaccuracies in
submitted information.

» The certificate is used exclusively for authorised and legal purposes,
consistent with this CPS.

= Use a GlobalSign certificate only in conjunction with the entity named in
the organisation field of an digital certificate (if applicable).

» The subscriber retains control of its private key, uses a trustworthy
system, and takes reasonable precautions to prevent its loss, disclosure,
theft, modification, or unauthorised use.

= The subscriber is an end-user subscriber and not an CA, and will not use
the private key corresponding to any public key listed in the certificate for
purposes of signing any certificate (or any other format of certified public
key) or CRL, as an CA or otherwise, unless expressly agreed in writing
between subscriber and GlobalSign. Information on how to obtain a CA
certificate is available upon request at: legal@globalsign.net

= The subscriber agrees with the terms and conditions of this CPS and other
agreements and policy statements of GlobalSign.

= The subscriber abides by the laws applicable in his/her country or territory
including those related to intellectual property protection, viruses,
accessing computer systems etc.

= The subscriber complies with all export laws and regulations for dual
usage goods as may be applicable.

» The subscriber follows applicable standards in the application.

» The subscriber does not use the same public key to obtain another digital
certificate for the same identity name requested.

6.10Publication of Issued Certificates

Upon subscriber’s acceptance of the certificate, and checking by GlobalSign,
GlobalSign publishes a copy of the certificate in a GlobalSign repository
and/or in any other repositories, as GlobalSign may determine it. Subscribers
may also publish their GlobalSign certificates in repositories.

6.11Verification of Electronic signatures

Verification of an electronic signature aims at determining that:

= The electronic signature has been created by the private key
corresponding to the public key listed in the signer’s certificate;

» The associated message has not been altered since the electronic
signature was created.

To verify an electronic signature a user must take steps such as those

described in the clauses below:

= Establish a certificate chain: An electronic signature is verified through
confirmation of a certificate chain. In case of cross-certification, multiple
certificate chains may lead from a root to a certificate. In such cases the
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verifier may have multiple options to select and validate a certificate
chain.

= Check revocation/suspension of a certificate: The recipient of a certificate
must check any revocations or suspension of a certificate against a
published CRL that GlobalSign makes available in its Repository.

= Delimiting signed data: To verify an electronic signature it is necessary to
be able to verify what data has been signed. A standard signed message
format may be specified to accurately denote the signed data.

» Time-stamping: Time stamping can be used to determine the time and
date on which a electronic signature is affixed.

= Signature policy: Statements such as a signature policy may be used to
establish the scope of an electronic signature or address specific
requirements like the European Qualified Certificates. In certain signing
environments such as in Electronic Data Interchange (EDI), electronic
signatures are classified as specified security services with defined
semantics. GlobalSign may support signature policies for the validation of
electronic signatures to define the operational background and context of
usage of a electronic signature.

= End-user subscriber private key: For specific applications, GlobalSign may
limit the purposes for which a private key corresponding to the public key
included in a certificate it issues may be used.

= Confirmation of a certificate chain: Confirmation of a certificate chain is
the process of validating a certificate chain and subsequently validating an
end-user subscriber certificate.

6.12Effect of Validating a Subscriber Certificate

A electronic signature can be binding against the signer if:

= It is so prescribed by law.

= It was created within the operational period of a digital certificate.

= It can be properly verified by confirmation of a certificate chain.

= A relying party has no knowledge or notice of a breach of the
requirements of this CPS by the signer.

*» The relying party has complied with all requirements of this CPS.

Relying on unverified electronic signature is undertaken on the relying party’s
own risk. GlobalSign considers that it has adequately informed relying parties
on the usage and validation of electronic signatures through this CPS and
other documentation published in its public repository.

6.13Reliance on Electronic signatures

The final decision concerning whether or not to rely on a verified electronic

signature is exclusively that of the verifier. A electronic signature can be

trusted to rely upon if:

= The electronic signature was created during the operational period of a
valid certificate and it can be verified by referencing a validated certificate;

= Reliance is reasonable under the circumstances.
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6.14Certificate Suspension and Revocation

Upon request from a GlobalSign RA, GlobalSign suspends or revokes a digital

certificate if:

= There has been a loss, theft, modification, unauthorised disclosure, or
other compromise of the private key of the subject’s certificate.

= The certificate’s subject has breached a material obligation under this CPS.

» The performance of a person’s obligations under this CPS is delayed or
prevented by a natural disaster, computer or communications failure, or
other cause beyond the person's reasonable control, and as a result,
another person’s information is materially threatened or compromised.

* There has been a modification of the information contained in the
certificate of the certificate’s subject.

A subscriber contacts a GlobalSign RA to request suspension or revocation.
GlobalSign suspends or revokes a certificate promptly upon verifying the
identity of the requesting party and confirming that it has not been issued in
accordance with the procedures required by this CPS. Verification of the
identity can be done through information elements featured in the
identification data the subscriber has submitted to the GlobalSign RA.

6.14.1Term and Termination of Suspension and Revocation
Suspension may last for as long as it is required to establish the conditions
that caused the request of suspension. Following negative proof of such
conditions a subscriber may request the re-activation of a certificate.

GlobalSign publishes notices of suspended or revoked certificate in the
GlobalSign repository. GlobalSign may publish its suspended or revoked
certificates in its CRL and additionally, by any other means as it sees fit.

During suspension, or upon revocation of a certificate, the operational period
of that certificate is immediately considered terminated.

To keep intact the capacity of users of digital certificates to digitally sign,
approximately thirty (30) days prior expiration of a digital certificate,
GlobalSign makes reasonable efforts to notify subscribers via e-mail, of the
imminent expiration of a digital certificate.

6.15Certificate Renewal

Requirements for renewal are largely similar to those originally required for
subscribing to the service albeit the verification process is significantly
simplified.

Certificate renewal means issuance of a new certificate to the subscriber
without changing the subscriber’s public key or any other information in the
certificate.

Renewal is permitted from 30 days up until 7 working days from the
expiration date of a certificate.
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For end-user subscriber certificate the same public key can be used to issue a
certificate up to three (3) consecutive times in total, or a total length of three
(3) years of the same key pair to be used. Beyond that time limit the same
key pair may not be used any longer.

Renewal is not permitted for certificates issued with a validity period of two
(2) or three (3) years.

The subscriber may directly request a certificate renewal by logging in at the
GlobalSign web site. A GlobalSign RA or CA does not directly renew subscriber
certificates unless they receive a request from the subscriber.

The GlobalSign CA issues a new certificate following user authentication
through a password or log in with the current certificate. For personal
certificates GlobalSign request logging with a current certificate. For
organisational certificates GlobalSign requests logging with a password.

The remainder of the procedures follow the initial registration process
including:

= Notification of the new certificate to the subscriber;

= Procedure constituting acceptance of the certificate;

= Publication of the certificate by the CA; and

= Notification of certificate issuance by the CA to other entities.

Renewal of CA/RA certificates is subject to contractual arrangements between
GlobalSign and GlobalSign partners or among GlobalSign partners.
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7. Legal Conditions of Issuance
This part describes the legal representations, warranties and limitations
associated with the provision of GlobalSign public PKI services.

7.1 Representations of GlobalSign

GlobalSign makes to all subscribers and relying parties certain representations
regarding its public services. These services are described below. GlobalSign
reserves its right to modify such representations as it sees fit or required by
law.

7.2 Public Services Only
This CPS applies to all public services of GlobalSign as featured on the public
web site of GlobalSign.

7.3 Information Incorporated by Reference in a Digital
certificate

GlobalSign incorporates by reference the following information in the digital

certificates it issues:

= Terms and conditions in this CPS;

= Any other applicable certificate policy as may be stated on an issued
GlobalSign certificate;

» The mandatory elements of applicable standards;

= Any non-mandatory but customised elements of applicable standards;

= Content of extensions and enhanced naming not addressed elsewhere;

= Any other information that is indicated to be so in a field of a certificate.

7.4 Pointers to Incorporate by Reference
To incorporate information by reference GlobalSign uses computer-based and
text-based pointers that include URLs, OIDs.

7.5 GlobalSign policy revision procedure

7.5.1 Objective

In an effort to invoke credibility and Trust in the publicised GlobalSign CP
and/or CPS and to better correspond to accreditation and legal requirements,
GlobalSign may make revisions and updates to its policies as it sees fit or
required by the circumstances. Such updates become binding for all

certificates that have been issued or are to be issued 30 days after the date of
the publication of the updated version of the CP and/or CPS.

7.5.2 Versions

Versions are indicated by a number code composed by an integer and a
decimal number. Minor changes are indicated by a change of the decimal
number. A publication date is also indicated.
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7.5.3 Policy updates

GlobalSign management and/or authorised agents or contractors contributing
to the content and concept of the GlobalSign CP/CPS propose updates of the
policies.

7.5.4 GlobalSign Policy Management Authority

New versions and publicized updates of GlobalSign policies are approved by

the GlobalSign Policy Management Authority. The GlobalSign Policy

Management Authority in its present organisational structure comprises

members as indicated below:

= At least two management members.

= At least two authorised agents directly involved in the drafting and
development of GlobalSign practices and policies.

The most senior Management member chairs the GlobalSign Policy
Management Authority ex officio.

All members of the GlobalSign Policy Management Authority have one vote.
There are no other voting rights reserved for any other party. In case of lock
vote the vote of the Chair of the GlobalSign Policy Management Authority
counts double.

7.6 Acceptance of Updated Versions of the CPS

Upon approval of a CPS update by the GlobalSign Policy Management
Authority that CPS is published in the GlobalSign online Repository at
https://www.globalsign.net/repository.

GlobalSign publishes a notice of such updates on its public web site at
https://www.qglobalsign.net and provides notice to subscribers of such
updates.

The updated version is binding against all existing and future subscribers
unless notice is received by existing subscribers, GlobalSign network CAs and
GlobalSign network RAs only, within 30 days after communication of the
notice. After such period the updated version of the CPS is binding against all
parties including the subscribers and parties relying on certificates that have
been issued under a previous version of the GlobalSign CPS.

7.7 Displaying Liability Limitations, and Warranty Disclaimers
GlobalSign certificates may include a brief statement describing limitations of
liability, limitations in the value of transactions to be accomplished, validation
period and intended purpose of the certificate and disclaimers of warranty
that may apply. Such information may alternatively be displayed through a
hypertext link.
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7.8 Publication of Certificate Data
GlobalSign reserves its right to publish a certificate and certificate related
data in its CRL or any other accessible repositories as indicated.

As GlobalSign manages directories of featured certificates to enhance the
level of Trust in its services, users and relying parties are strongly advised to
consult the directories of issued and revoked certificates at all times prior to
relying on information featured on a certificate.

7.9 Monitoring the Accuracy of Submitted Information

In all cases and for all types of GlobalSign certificates the subscriber has a
continuous obligation to monitor the accuracy of the submitted information
and notify GlobalSign of any relevant changes.

7.10Interference with a GlobalSign Implementation
Subscribers, relying parties and any other parties must refrain from
monitoring, interfering with, or reverse engineering the technical
implementation of GlobalSign PKI services including the key generation
process, the public web site and the GlobalSign repositories except as
explicitly permitted by this CPS or upon prior written approval of GlobalSign.

7.11Compliance with Software Standards

User software must be compliant with applicable standards and enforce the
requirements set out in this CPS. GlobalSign does not warrant that user
software supports and enforces controls required by GlobalSign. The user
should seek appropriate advice.

7.12Root Signing Partnerships

Root Signing requires the issuance of a Root-Sign certificate to the applicant
CA as described in the procedure the sections below.

7.12.1GlobalSign Root Sign Partnership Limitations

Partners of the GlobalSign network including RAs and LRAs refrain from
undertaking any actions that might imperil, put in doubt or reduce the trust
associated with the GlobalSign products and services. GlobalSign partners
specifically must refrain from seeking partnerships with other root authorities
or apply procedures originating from such authorities without GlobalSign’s
written permit.

7.12.2GlobalSign Limitation of Liability for a GlobalSign Partner

As the GlobalSign network may include partners, including CAs, RAs etc. that
operate under GlobalSign practices and procedures, GlobalSign warrants the
integrity of certificates issued under its own root within the limits of the
GlobalSign insurance policy featured below in this CPS.
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GlobalSign disclaims any and all liability associated with the integrity or the
functionality of any service or product made available by a partner to the
extent that the service or product is not covered by the GlobalSign insurance
policy featured below in this CPS. The liability for the service or product
remains exclusively with the partner making the service or product available,
i.e. the GlobalSign partner and not with GlobalSign.

7.12.3Root Sign Limitation of Liability

As the GlobalSign network may include CAs that have been root signed by
GlobalSign, GlobalSign offers limited warranty for the integrity of a link
between its own root and the root of a root signed CA.

GlobalSign disclaims any and all liability associated with the integrity or the
functionality of any subscriber certificate issued under a partner root. The
liability for a link remains exclusively with the issuer of the certificate, i.e., the
GlobalSign partner and not with GlobalSign.

7.13Renewal
Requirements for renewal of certificates, where available, may vary from
those originally required for subscribing to the service.

7.14Secret Shares
GlobalSign issues and uses secret shares to protect its own CA private key(s).

7.14.1Safeguarding Secret Shares

7.14.1.1Safeguarding Secret Shares by a secret shareholder
The secret shareholder of a cryptographic module uses a trustworthy system
to protect the secret share against compromise as prescribed by GlobalSign
procedures and provided by GlobalSign. Except, as provided in this CPS, the
secret shareholder will not:
Disclose, copy, make available to third parties, or make any unauthorised
usage whatsoever of such secret share.
Reveal (expressly or implicitly) that the shareholder, or any other secret
shareholder, is a secret shareholder.
Store the secret share in a location that fails to provide for its recovery in
the event the secret shareholder becomes incapacitated or unavailable
(except when the secret share is being used for authorised purposes).

7.14.1.2 Safeguarding Secret Shares by GlobalSign
GlobalSign takes all steps necessary to store its secret shares in a secure
environment with a view to safeguard their integrity at all times.

7.14.2Record Keeping by Secret Share Issuers and Holders

Secret share issuers and holders keep records of activities pertaining to all
secret share materials. The secret shareholder provides information on the
status of the secret share to the secret share issuer upon request.
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7.14.3Secret Shareholder Liability

The secret shareholder performs all associated obligations under this CPS
and must act in a reasonable and careful manner. The secret shareholder
notifies the secret share issuer of any loss, theft, improper disclosure, or
compromise of the secret share immediately upon taking notice of it. The
secret shareholder is not responsible for failure to fulfil any obligations due
to causes beyond its reasonable control. The secret shareholder is liable for
improper disclosure of secret shares or failure to notify the secret share
issuer of improper disclosure or compromise through its fault, including
negligence or recklessness.

7.14.4Indemnity by Secret Share Issuer

The secret share issuer agrees to indemnify and hold harmless the secret
share holder from all claims, actions, damages, judgments, arbitration fees,
expenses, costs, attorney's fees, and other liabilities incurred by the secret
share holder related to the secret share that are not caused or contributed to
by the secret share holder’s gross negligence or error.

7.15Choice of Cryptographic Methods

Parties acknowledge that they are solely responsible for choosing security
software, hardware, and encryption/electronic signature algorithms, including
their respective parameters, procedures, and techniques as well as PKI as a
solution to their security requirements.

7.16Reliance on Non Verified Electronic signatures

Parties relying on a digital certificate must verify a electronic signature at all
time by checking the validity of a digital certificate against a CRL or any other
available service, such as OCSP, published by GlobalSign. This is because an
unverified electronic signature cannot be assigned as the signature of a
subscriber.

Relying on a non-verifiable electronic signature may result in risks with the
relying party, but not GlobalSign, assume completely.

7.17Refusal to Issue a Certificate
GlobalSign may use its own discretion and refuse to issue a certificate to any
party.

7.18Public Keys of Refused Applications

Applicants for certificates that have not resulted in a successfully issued
GlobalSign certificate for any reason whatsoever may never use the submitted
public key included in a certificate corresponding to a private key public key if
the effect is to create the conditions of relying upon such a certificate.
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7.19Subscriber Obligations
Unless otherwise stated in this CPS, subscribers are responsible for:

Having knowledge of and if necessary seek any training on the using of
digital certificates and public key encryption.

Generating securely their private key pair, using a trustworthy system.
Providing correct and accurate information in their communications with
GlobalSign including certificate application.

Ensuring that the public key submitted to GlobalSign corresponds to the
private key used.

Ensuring that the public key submitted to GlobalSign is the correct one.
Generating a new, secure key pair to be used in association with a
certificate that they request from GlobalSign.

Reading, understanding and agreeing with all terms and conditions in this
GlobalSign CPS and associated policies published in the GlobalSign
Repository.

Refraining from tampering with a GlobalSign certificate.

Using GlobalSign certificates for legal and authorised purposes in
accordance with this GlobalSign CPS.

Notifying GlobalSign or a GlobalSign RA of any changes in the information
submitted or of any fact that affects the integrity of the private key.
Ceasing the use of a GlobalSign certificate if any featured information
becomes invalid.

Ceasing the use of a GlobalSign certificate when it becomes invalid.
Refraining from using the subscriber’s private key corresponding to the
public key in a GlobalSign issued certificate under its name to have other
certificates issued.

Using a GlobalSign certificate, as it may be reasonable under the
circumstances.

Preventing the compromise, loss, disclosure, modification, or otherwise
unauthorised use of their private key and taking measures for the
protection of the private key.

Complying with any restrictions in the usage of the key or certificates.
Using secure devices and products that provide appropriate protection to
their keys.

For any acts and omissions of subscribers’ partners and agents that the
subscribers use to generate, retain, escrow, or destroy any private keys.
Refraining from submitting to GlobalSign or any GlobalSign directory any
material that contains statements that violate any law or the rights of any
party.

Requesting the suspension or revocation of a certificate in case of an
occurrence that materially affects the integrity of a GlobalSign certificate.
Appropriately supervising agents or partners that apply for or use a
GlobalSign certificate on behalf of the subscriber.

Controlling the data agents submit to GlobalSign and notifying GlobalSign
of any misrepresentation and omission made by an agent.

7.20Indemnity
The subscriber agrees to indemnify and hold GlobalSign harmless
from any acts or omissions resulting in liability, any loss or damage,
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and any suits and expenses of any kind, including reasonable

attorneys’ fees that GlobalSign may incur as a result of:

= Any false or misrepresented data supplied by the subscriber or its
agent(s).

= Any failure of the subscriber to disclose a material fact, if the
misrepresentation or omission was made negligently or with intent
to deceive the CA, GlobalSign, or any person receiving or relying
on the certificate.

= Failure to protect the subscriber’'s private key, to use a
trustworthy system as required, or to take precautions necessary
to prevent the compromise, loss, disclosure, modification, or
unauthorised use of the subscriber’s private key or to attend to the
integrity of the GlobalSign Root.

» Breaking any laws applicable in his/her country or territory
including those related to intellectual property protection, viruses,
accessing computer systems etc.

7.21Relying Party Obligations

A party relying on a GlobalSign certificate promises to:

= Have knowledge on using digital certificates and PKI.

= Accept notice of the GlobalSign CPS and associated conditions for relying
parties that GlobalSign communicates.

= Verify a GlobalSign certificate by using GlobalSign directories, e.g. among
others a CRL (including the GlobalSign CRL) in accordance with the
certificate path validation procedure.

= Trust a GlobalSign certificate only if all information featured on such
certificate can be verified as being correct and updated.

= Rely on a GlobalSign certificate, as it may be reasonable under the
circumstances.

7.22Subscriber Liability Towards Relying Parties

Without limiting other subscriber obligations stated elsewhere in this CPS,
subscribers are liable for any misrepresentations they make in certificates to
third parties that, reasonably rely on the representations contained therein
and have verified one or more electronic signatures with the certificate.

7.23GlobalSign Repository and Web site Conditions

Parties (including subscribers and relying parties) accessing the GlobalSign

Repository and web site agree with the provisions of this CPS and any other

conditions of usage that GlobalSign may make available. Parties demonstrate

acceptance of the conditions of usage of the CPS by submitting a query with

regard to the status of a digital certificate or in any way using or relying upon

any such information or services provided. Conditions of usage of the

GlobalSign Repositories include:

= Information provided as a result of the search for a digital certificate.

= Verification of the status of electronic signatures created with a private
key corresponding to a public key included in a certificate.

Page 50 of 50



_,..rr""’—/r ..——_\\\ Document

G’ObﬂfS]-gn GlobalSign Certification Practice Statement Reference:

TRALST O THE NET GSCPSV431

= Information published on the GlobalSign web site.
= Any other services that GlobalSign might advertise or provide through its
web site.

7.23.1Reliance at Own Risk

It is the sole responsibility of the parties accessing information featured in the
GlobalSign Repositories and web site to assess and rely on information
featured therein. Parties acknowledge that they have received adequate
information to decide whether to rely upon any information provided in a
certificate. GlobalSign takes all steps necessary to update its records and
directories concerning the status of the certificates and issue warnings about.
Failure to comply with the conditions of usage of the GlobalSign Repositories
and web site may result in terminating the relationship between GlobalSign
and the party.

7.23.2Accuracy of Information

GlobalSign makes every effort to ensure that parties accessing its
Repositories receive accurate, updated and correct information. GlobalSign,
however, cannot accept any liability beyond the limits set in this CPS and the
GlobalSign insurance policy.

7.24GlobalSign CA Obligations

To the extent specified in the relevant sections of the CPS, GlobalSign

promises to:

=  Comply with this CPS and its amendments as published under
https://www.globalsign.net/repository.

= Provide infrastructure and certification services, including the
establishment and operation of the GlobalSign Repository and web site for
the operation of public PKI services.

= Provide Trust mechanisms, including a key generation mechanism, key
protection, and secret sharing procedures regarding its own infrastructure.

= Provide prompt notice in case of compromise of its own private key(s).

* Provide and validate application procedures for the various types of
certificates that it makes publicly available.

= Issue digital certificates in accordance with this CPS and fulfil its
obligations presented herein.

= Notify subscribers via email that certificates have been generated for them
and how subscribers may retrieve certificates.

= Notify the applicant if GlobalSign is unable to validate the subscriber
application according to this CPS.

= Upon receipt of a request from an RA operating within the GlobalSign
network act promptly to issue a GlobalSign certificate in accordance with
this GlobalSign CPS.

= Upon receipt of a request for revocation from an RA operating within the
GlobalSign network act promptly to revoke a GlobalSign certificate in
accordance with this GlobalSign CPS.

= Revoke certificates issued according to this CPS upon receipt of a valid
request to revoke a certificate from a person authorised to request
revocation.
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= Provide support to subscribers and relying parties as described in this CPS.

= Provide for the expiration and renewal of certificates according to this CPS.

= Publish CRLs on a regular basis in accordance with this CPS.

= Notify relying parties of certificate revocation through published CRLs on
the GlobalSign repository.

= Make a copy of this CPS and applicable policies available upon request.

GlobalSign acknowledges it has no further obligations under this CPS.

7.25GlobalSign Registration Authority Obligations

A GlobalSign RA operating within the GlobalSign network promises to:

= Receive applications for GlobalSign certificates in accordance with this
GlobalSign CPS.

= Perform all verification and authenticity actions prescribed by the
GlobalSign procedures and this CPS.

= Submit to GlobalSign the applicant’s request in a signed message
(certificate request).

= Record all actions in an event journal.

= Receive, verify and relay to GlobalSign all requests for revocation of a
GlobalSign certificate in accordance with the GlobalSign procedures and
the GlobalSign CPS.

= Verify the accuracy and authenticity of the information provided by the
subscriber at the time of renewal of a certificate according to this CPS.

7.26GlobalSign Repository Obligations

To the extent specified in the relevant sections of the CPS, a GlobalSign
Repository promises to:

= Publish accepted, revoked or suspended certificates in accordance with
this CPS.

7.27Limitation for Other Warranties
GlobalSign does not warrant:

= The accuracy of any unverifiable piece of information contained in
certificates except as it may be stated in the relevant product description
below in this CPS and in the GlobalSign insurance policy.

* The accuracy, authenticity, completeness or fitness of any information
contained in PersonalSign 1, free, test or demo certificates.

7.28Exclusion of Certain Elements of Damages

In no event (except for fraud or wilful misconduct) is GlobalSign liable for:

= Any loss of profits.

= Any loss of data.

= Any indirect, consequential or punitive damages arising from or in
connection with the use, delivery, license, and performance or non-
performance of certificates or electronic signatures.

= Any transactions or services offered or within the framework of this CPS.
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= Any other damages except for those due to reliance on the verified
information in a certificate, except for information featured on
PersonalSign 1, free, test or demo certificates.

= To the extent permitted by Law liability incurred in a case where the error
in such verified information is the result of fraud or wilful misconduct of
the applicant.

7.29Writings

Without prejudice to the requirements of the Directive 99/93/EC and its
national implementation in Belgium, GlobalSign acknowledges that a message
bearing a electronic signature verified by the public key listed in a valid
certificate is as valid, effective, and enforceable as if the message had been
written and signed on paper.

7.30Signatures

Without prejudice to the requirements of the Directive 99/93/EC and its
national implementation in Belgium, GlobalSign acknowledges that where

there is a requirement for a signature or provision for certain consequences in
the absence of a signature, that rule can be satisfied by a digitally signed
message. In this regard, a signer must have the intention to sign such a
message and the signature can subsequently be verifiable by reference to the
public key listed in a valid certificate.

7.31Fitness for a Particular Purpose
GlobalSign disclaims any warranty of fitness for a particular purpose.

7.32Liability Caps
GlobalSign’s aggregate liability to all parties is subject to the limits stated
below under the GlobalSign Insurance Policy.

7.33No Fiduciary Relationship

In no event does GlobalSign act as the agent, fiduciary, trustee or otherwise
represents a GlobalSign partner, a subscriber or relying party. The
relationship between GlobalSign and GlobalSign partners, GlobalSign and
GlobalSign subscribers and that between GlobalSign and relying parties is not
that of agent and principal. Neither GlobalSign partners nor subscribers or
relying parties have any authority to bind GlobalSign, by contract or
otherwise, to any obligation. GlobalSign makes no representations to the
contrary, either expressly, implicitly, by appearance, or otherwise.

7.34Hazardous Activities

The GlobalSign public PKI services are not intended for use as control
equipment in hazardous circumstances or for uses requiring foolproof
performance including nuclear facilities, aircraft navigation or communication
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systems, air traffic control systems, weapons control systems etc. where
failure could result in death, injury, or environmental damage.

7.35Conflict of Rules

When this CPS conflicts with other rules, guidelines, or contracts, this CPS

prevails and bind the subscriber and other parties except as to other contracts

either:

*» Predating the first public release of the present version of this CPS;

= Expressly superseding this CPS for which such contract is govern as to the
parties thereto, and to the extent permitted by law.

7.36Compliance with Applicable Laws
GlobalSign complies with applicable laws in Belgium.

7.37Compliance with Export Laws and Regulations

Export of certain types of software used in certain GlobalSign public PKI
products and services may require the approval of appropriate government
authorities. Parties (including GlobalSign partners, subscribers and relying
parties) agree to conform to applicable export laws and regulations as
pertaining in Belgium.

7.38Intellectual Property Rights

GlobalSign owns and reserves all intellectual property rights associated with
its databases, web sites, GlobalSign digital certificates and any other
publication whatsoever originating from GlobalSign including this CPS.

7.391Infringement and Other Damaging Material

GlobalSign warrants that when subscribers submit to GlobalSign and use a
domain name or a DNS they do not interfere with or infringe any rights of any
third parties in any jurisdiction with respect to their trademarks, service
marks, trade names, company names, or any other intellectual property right.
Parties also warrant that they do not intend to use such domain name and
DNS for any unlawful purpose whatsoever

Certificate subscribers will indemnify without limitation GlobalSign for
any loss or damage resulting from any such infringement.

7.40Intellectual Property Licensing

Certificates are and remain property of GlobalSign. GlobalSign permits the
reproduction and distribution of certificates on a non-exclusive, royalty-free
basis, provided that they are reproduced and distributed in full, except that
certificates are not published in any publicly accessible repository or directory
without the express written permission of GlobalSign. The scope of this
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restriction is also intended to protect subscribers against the unauthorised re-
publication of their personal data featured on a certificate.

GlobalSign owns and reserves all intellectual property rights associated with
its own products and services that it has not explicitly transferred or released
to another party.

7.41Successors and Assigns

This CPS is binding upon the successors, executors, heirs, representatives,
administrators, and assignees, whether express, implied, or apparent, of the
parties.

7.42Severability

If any provision of this CPS, including limitation of liability clauses, is found to
be invalid or unenforceable, the remainder of this CPS shall be interpreted in
such manner as to effect the original intention of the parties.

7.43Notice

GlobalSign accepts notices related to this CPS by means of digitally signed
messages or in paper form. Upon receipt of a valid, digitally signed
acknowledgment of receipt from GlobalSign the sender of the notice deems its
communication effective. The sender must receive such acknowledgment
within five (5) days, or else written notice must then be sent in paper form
through a courier service that confirms delivery or via certified or registered
mail, postage prepaid, return receipt requested, addressed as follows:
GlobalSign, NV, Legal Practices, Phipssite 5, 3001 Leuven, Belgium.

7.44Fees

GlobalSign may charge subscriber fees for the use of GlobalSign products and
services. GlobalSign retains its right to effect changes to such fees. For
updated fee information you may refer to the GlobalSign public web site
atwww.globalsign.net

7.45Survival
The obligations and restrictions contained under section “Legal Conditions”
survive the termination of this CPS.

7.46Governing law

This CPS is governed by the laws of Belgium. This choice of law is made to
ensure uniform interpretation of this CPS, regardless of the place of residence
or place of use of GlobalSign digital certificates or other products and
services. The law of Belgium applies also to all GlobalSign commercial or
contractual relationships in which this CPS may apply or quoted implicitly or
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explicitly in relation to GlobalSign products and services where GlobalSign
acts as a provider, supplier, beneficiary receiver or otherwise.

7 .47 Jurisdiction
Each party, including GlobalSign partners, subscribers and relying parties,
irrevocably submit to the jurisdiction of the district courts of Leuven, Belgium.

7.48Dispute resolution

Before resorting to any dispute resolution mechanism including adjudication
or any type of Alternative Dispute Resolution (including without exception
mini-trial, arbitration, binding expert’'s advice, co-operation monitoring and
normal expert’s advice) parties agree to notify GlobalSign of the dispute with
a view to seek dispute resolution.

7.48.1Arbitration

If the dispute is not resolved within ten (10) days after initial notice pursuant
to CPS, parties submit the dispute to arbitration, in accordance with art.
1676-1723 of the Belgian Judicial Code.

There will be 3 arbitrators of whom each party proposes one while both
parties of the dispute choose the third arbitrator. The place of the arbitration
is Leuven, Belgium and the arbitrators determine all associated costs.

For all technology related disputes and disputes related to this CPS the parties
accept the arbitration authority of the Belgian branch of Stichting
Geschillenoplossing Automatisering (Foundation for the Settlement of
Automation Disputes) with registered offices in:

J. Scheepmansstraat 5,

3050 Oud-Heverlee, Belgium.

Tel.: +32-47-733 82 96, Fax: + 32-16-32 54 38
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8. GlobalSign Data Protection Policy

This part describes the specific Privacy conditions of data that GlobalSign
collects.

8.1 Collected Information

GlobalSign public certification products and services are also intended to serve
individuals. GlobalSign is committed to protecting the privacy of the

applicants and subscribers of its public certification services. GlobalSign uses
the personal information collected to process applications for digital
certificates and provide a personalised service where possible.

8.2 Duty to Register

GlobalSign has registered with the competent authority in Belgium as required
by law regarding its collecting, processing and archiving of personal data. You
may refer to the competent authority named below to obtain further
information regarding this registration: Commission for the Protection of Personal
Data (Commission de la Protection de la vie privée) Boulevard de Waterloo 115, Brussels
1000, Belgium. Tel: +32 2 542 72 00, Fax: +32 2 542 72 12 / 7201, E-mail:
privacy@euronet.be, Web page: www.privacy.fgov.be

8.3 GlobalSign products

GlobalSign’s public certification services, for which personal data may be
collected and such warranties apply, include all types of certificates featured
on its public web site as well as administrative certificates for GlobalSign RAs.

8.4 Follow relevant European and Belgian laws

GlobalSign meets the requirements of the Belgian law of 8 December, 1992,
on privacy protection in relation to the processing of personal data as
modified by the law of 11 December 1998, implementing the European
Directive 95/46/EC of the European Parliament and of the Council of 24
October 1995 on the protection of individuals with regard to the processing of
personal data and on the free movement of such data (Official Journal L 281,
23/11/1995 p. 0031 — 0050). GlobalSign also acknowledges Directive
2002/58/EC of the European Parliament and of the Council of 12 July 2002
concerning the processing of personal data and the protection of privacy in
the electronic communications sector. GlobalSign operates within the
conditions for the protection of personal data asserted in this CPS.

8.5 GlobalSign representations
GlobalSign represents to all applicants and subscribers that it follows the
conditions below:
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8.5.1 Legal Notice

GlobalSign makes practical efforts to provide notice to subscribers on the
legal terms prevailing in the issuance of GlobalSign digital certificates. A
published CPS and related agreements and information including but not
limited to a Y2K statement, an insurance plan, a consumers statement, a
relying parties agreement and this data protection statement are made
available through the GlobalSign repository at:
https://www.globalsign.net/repository.

8.5.2 Only PKI Services
GlobalSign makes available PKI based services and products. It makes no
usage or retention of biometric or other means of identification or data.

8.5.3 Collecting Personal Data

GlobalSign only collects personal data that is necessary to verify an
applicant’s identity and issue digital certificates according to published and/or
audited practices.

8.5.4 Proportionality

GlobalSign may only request the e-mail address and the name of an applicant
or subscriber. For certain types of certificates including PersonalSign 2
certificates and PersonalSign 3 Pro certificates it may require additional
information to be submitted, including an identification number, date of birth
etc.

8.5.5 Payment Information

GlobalSign may collect credit card or other payment information from the
applicants of its products and services as it sees appropriate to fulfil payment
requirements. GlobalSign uses this information for payment purposes.
GlobalSign maintains no paper records of the credit card records, while all
relevant digital information is stored off-line.

8.5.6 Strict Identification Procedures

GlobalSign uses strict identification procedures to positively establish the
identity of an applicant or subscriber. The procedures GlobalSign uses are
either paper-based or electronic with a view to provide adequate assurances
to relying parties about the identity of the subscriber.

8.5.7 Establish the ldentity of the Subscriber

GlobalSign only collects personal data related to the core function of a PKI
activity with a view to establish the identity of a subscriber and issue a digital
certificate upon which parties may rely.

8.5.8 Redundant Data not Collected

GlobalSign collects no data revealing racial or ethnic origin, political opinions,
religious and philosophical beliefs, trade-union membership or data
concerning health or sex life.
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8.5.9 Personally Submitted Data
GlobalSign only collects data directly from an applicant or subscriber or a duly
authorised agent.

8.5.10Legal Disclosures of Personal Data

GlobalSign only discloses personal data as required by law. In advance of

such disclosures, GlobalSign informs the applicant or subscriber of the
requirement to effect such disclosures to the extent permitted by law or court
order.

8.5.11Trading Personal Data

GlobalSign does not sell, trade, exchange or otherwise make available to third
parties personal information regarding applicants and subscribers unless so
required by law.

8.5.12No Escrow

GlobalSign uses no key escrow listing keys of the subscribers of its products
or services. GlobalSign is only responsible for the good order of its own
private key(s).

8.5.13Personnel

All members of the GlobalSign personnel serving in trusted positions are of
good standing and character including those members handling personal data.
GlobalSign makes appropriate controls on the members of its staff with a view
to deliver trustworthy PKI services.

8.5.14Due authorisation

All members of the personnel of GlobalSign that handle personal data comply
with Belgian Data Protection and Employment Law requirements to handle
personal data lawfully.

8.5.15Co0kie Policy
GlobalSign might use non-intrusive cookie techniques to measure access to
and guide users of its web site and services.

8.5.16Appended URLs

GlobalSign maintains the state of an applicant and subscriber of its services
by appending a unique identification number to the URL in the browser of the
applicant or subscriber. For an applicant or subscriber the clear advantage of
using appended URLs as opposed to setting cookies is that information stored
on its computer is deleted as soon as it exits the browser application. The
applicant or subscriber stays firmly in control regarding the information it
releases to the GlobalSign server.

8.5.17Visitors

GlobalSign collects information on its web site from applicants of GlobalSign
certificates or parties requesting PKI related products and services that
GlobalSign makes available.
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8.5.18Links

GlobalSign may use links to other web sites as it sees appropriate. GlobalSign
makes no representations regarding the protection of personal data offered in
such web sites.

8.5.191ndependent CA

GlobalSign makes reasonable effort to remain an independent Trust service
provider operating within the legal framework set out by the laws of the EU
and Belgium.

8.5.20Advertisement
GlobalSign only advertises on web sites that support a privacy policy
compatible with the European Directive 95/46 on Data Protection.

8.5.21Property
GlobalSign is the owner of the databases of compiled personal data submitted
by applicants and subscriber.

8.5.22Trans-border Data Flows

GlobalSign operates a network of CAs, RAs and LRAs across Europe and
beyond. Within this GlobalSign Network transmissions of personal data take
place from the GlobalSign RAs and GlobalSign LRAs to GlobalSign where this
data is finally processed and stored ahead of authorising issuing a certificate.
Personal data flows within the GlobalSign network are directed from the
RAs/LRAs to GlobalSign. GlobalSign neither supports nor performs any
transmissions of personal data to countries other than the EU member states.

8.5.23EU Level Privacy Protection

GlobalSign does not discriminate in providing personal data protection
between users residing within the EU and others that do not. By allowing
transmissions of personal data from countries with low or no data protection
regulation to GlobalSign in Belgium, GlobalSign can effectively extend its EU
level data protection policies to applicants and subscribers residing in
countries outside the EU. Applicants and subscribers residing beyond the EU
can therefore benefit from a higher data protection standard than what is
offered in their own country of residence.

8.5.24Pseudonyms

Following appropriate procedure, GlobalSign may issue pseudonym
certificates upon request. Personal data revealing the identity of the
pseudonym holder may be released to authorised parties as required by law.

8.5.25Additional Personal Information
At the subscriber’s request GlobalSign may include additional personal
information on a certificate.

8.5.26Scope of Collection of Personal Data

GlobalSign requests only personal data that is necessary to deliver a PKI
related service.
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8.5.27Usage of Collected Data
GlobalSign pledges to decline from using submitted personal data for
purposes other than what the original data had been collected for.

8.5.28Beneficiary

The personal data that is requested from an applicant or subscriber of a
GlobalSign product or service is essential to conclude an agreement of which
applicants or subscribers are the immediate beneficiaries.

8.5.29Consent Upon Submission
Upon submitting personal data applicant or subscriber of GlobalSign products
or services gives its consent for the submission and processing of data.

8.5.30Commercial Announcements

GlobalSign may use contact information provided by an applicant or
subscriber to circulate information regarding products, upgrades etc. Users or
subscribers that do not desire to be so notified are encouraged to opt out
appropriately on their registration form for GlobalSign services or products.

8.5.31Administrative and Security Announcements

GlobalSign may use subscriber provided contact information to notify
subscribers on administrative or security matters regarding GlobalSign
products or services.

8.5.32Forms of Publishing

GlobalSign uses paper-based and electronic communication material to
appropriately explain the technology and the legal implications for the
providers and the users of its products and services.

8.5.33Multi-lingual Presentation

Although the culture of the web related services encourages the provision of
information in English, through its extensive network of national alliance
partnerships GlobalSign supports local languages for information and legal
notice in the countries that it directly operates for issues including the
protection of personal data.

8.5.34Scope of Processing

Processing of personal data does not exceed the scope of the product or
service offered, being the establishing of the identity of the applying or
subscribing individual.

8.5.35Personal Data Processing Systems
GlobalSign uses computer-based and manual filing systems to process
personal data.

8.5.36Processing and Transmission Equipment

GlobalSign uses equipment and applies appropriate procedures to transmit
and store personal data.
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8.5.37Auditing Procedures
GlobalSign impleme nts appropriate procedures to transmit and store personal
data that may be audited as required by law or practice.

8.5.38Plain Language

Wherever possible GlobalSign uses clear and plain language to adequately
explain its legal position and policy regarding the provision of public
certification services, including the protection personal data. GlobalSign also
publishes explanatory statements, policy statements and promotional
information on its web site.

8.5.39Statistical and Other Processing of Personal Data
GlobalSign reserves its right to perform statistical, historical or scientific
processing of the personal data it collects.

8.5.40Application Assessment

GlobalSign examines applications for certificates and assesses them
exclusively using criteria like data submitted and appropriate payments of the
fees due. GlobalSign reserves the right to refuse to issue a certificate
following appropriate examination and assessment of an application. Following
the rejection of an application, an applicant may repeat the application
process.

8.5.41No Content Approval

As a provider of PKI products and services, GlobalSign is disassociated from
the content and form of applications and content providers that use
GlobalSign products or services. A GlobalSign certificate is not a sign of
approval of the content of a message or a web site that uses it. Subscribers
and users of GlobalSign products and services hold GlobalSign clear of any
liability for damages, including consequential damages, as a result of treating
personal data that is not included in a GlobalSign product or service and for
which GlobalSign has not performed appropriate controls and/or treatment.

8.5.42Subscriber Provided Information

Consistent with European and Belgian Laws regarding the provision of Trust
services and the protection of personal data GlobalSign requests users to
personally submit personal data. After performing appropriate computer-
based and manual controls to ensure the accuracy of the submitted data,
GlobalSign cannot accept any further responsibility for damages suffered
because of inaccurate subscriber provided data except within the limits of the
GlobalSign Insurance Plan. .

8.5.43Accessing Personal Data

Applicants and subscribers of GlobalSign products and services may contact
GlobalSign to request accessing data that GlobalSign holds for them. Requests
to access personal data are done through digitally signed e-mail or registered
mail. GlobalSign’s replies are sent within fifteen (15) business days from
receipt of such request.
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8.5.44Accessing Personal Data
Applicants or subscribers whose data is kept by GlobalSign may contact
GlobalSign to access and review data concerning them.

8.5.45Rectifying personal data

If data held on a GlobalSign record is inaccurate or incomplete, GlobalSign
completes or rectifies personal data from its records as appropriate, free of
charge following a request from an applicant or subscriber.

8.5.46Retention of personal data
Personal data submitted to GlobalSign will be retained for up to thirty (30)
years or to the maximum period prescribed by law.

8.5.47General Information Available

GlobalSign makes general information available on the web site with a view to
providing background information including its line of products and services,
Public Key Infrastructure, information security and the protection of personal
data.

8.5.480ther Statutory Rights

This statement does not affect any statutory or other rights private parties
may have as data subjects or otherwise due to national law.
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9. GlobalSign Consumer Policy

This part describes the specific consumer related issues of GlobalSign public
PKI services.

9.1 GlobalSign Products for Consumers
GlobalSign’s public certification services for consumers include the following
types of certificates:

GlobalSign PersonalSign 2 Certificates,

GlobalSign PersonalSign 3 Certificates.

9.2 Follow European and Belgian Consumer Laws
GlobalSign promises to fully respect consumer rights as laid out in European
and Belgian Law and operates within the limits of the:
European Directives 93/13 on Unfair Terms and 97/7 on The Protection of
Consumers in respect of Distance Contracts;
Laws of Belgium regarding consumer protection;
Provisions of the GlobalSign CPS.

9.3 Equitable Approach
GlobalSign supports a viable legal relationship with the consumers
undertaking several legal assurances and commitments.

9.4 Assurances of the Consumer
When applying for a certificate, consumers are asked to attest to the following
statements that may also be required by law:
The certificate applicant is the same as the person identified in the
request;
The certificate applicant rightfully holds the private key;
The certificate applicant must make every effort to ensure that supplied
information to be published in the certificate is accurate;
For GlobalSign PersonalSign 2 certificates, authentication procedures
require that the consumer mails or faxes a signed photocopy of an official
identity document to a RA;
For GlobalSign PersonalSign 3 Pro certificates, authentication procedures
for consumers include the personal appearance of the applicant before a
RA or a LRA for the proper registration of the applicant.

Following the successful issuance of a certificate a consumer is asked to
provide GlobalSign with a few further assurances that may be required by
law:

There is an immediate relation between the private key and the public key

published in the certificate of the subscriber and that the combination of
both is the electronic signature of the subscriber;
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The subscriber has duly kept the secrecy and integrity of its private key
and no unauthorised persons had access to it;

The subscriber makes truthful representations to GlobalSign;

The subscriber promptly notifies GlobalSign when having become awareof
inaccuracies in the submitted information to be published in the certificate
or kept by GlobalSign;

The subscriber will only use a certificate for authorised and legal purposes
for which it has been issued.

9.5 Assurances of GlobalSign
When issuing a certificate GlobalSign assures subscribers as follows:

9.5.1 European and Belgian Law

European and national laws impose obligations to suppliers of goods and
services with regard to consumers. In this context, GlobalSign follows the
directives of the EU and the national laws of Belgium regarding the protection
of consumers.

9.5.2 Laws of Other EU Member States

GlobalSign makes efforts to co-ordinate its practices with consumer laws of
other EU member states where it makes its services directly available through
a GlobalSign Registration Authority.

9.5.3 Right to Be Informed

GlobalSign respects the right of consumers to be appropriately informed
regarding the products and its public certification services. GlobalSign
publishes all related information on its web site at
https://www.globalsign.net.

9.5.4 Legal Notice

GlobalSign makes practical efforts to provide legal notice to subscribers on
the legal terms concerning issuing GlobalSign digital certificates. A published
CPS and related agreements and information including but not limited to a
Y2K statement, an insurance plan, a privacy statement, a relying parties
agreement and this consumer statement are made available through a
dedicated web site at: https://www.globalsign.net/repository.

9.5.5 Plain Language

Although the provision of GlobalSign’s public certification services is a highly
technical subject in the non-legally binding documentation GlobalSign uses
clear and plain language to adequately explain its legal position and policy
regarding the provision of public certification services. GlobalSign also
publishes explanatory statements, policy statements and promotional
information on its web site at https://www.globalsign.net while it makes
